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About Me

- I am Evan Typanski :)

- Work for Corelight as a 
software engineer on Zeek

- Background with static code 
analysis (SAST)
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Outline

First: What is Spicy?

Then, create a “real” 
detection:
1) Understand the exploit
2) Parse the network traffic
3) Create the detection
4) Ensure the detection 

triggers
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Spicy

- Spicy is an incremental parser generator, specialized for network protocols
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Spicy

- Spicy is an incremental parser generator, specialized for network protocols
- Incremental: Parsing occurs chunk-by-chunk as it arrives, rather than with an entire 

payload
- Parser generator: Spicy generates programs that parse network traffic
- Protocols: Spicy is specialized for network protocols, but it can also parse files 

(mainly for transmission over the network)
- Spicy is capable; it can do more. But it is primarily for network protocols
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Units

- Spicy parses “units” which describe the protocol
- All of the units together make a “grammar”
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Context Dependent Parsing

- Depending on what is in a message, you could go down many different routes to parse that 
message

- Spicy gives multiple ways to switch what you parse based on earlier data
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… and so much more
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Spicy can operate alone

- Spicy was made for Zeek, but it’s fully independent

- Do you want to parse protocols with simple-ish syntax and handling? 
Think about making a custom host application
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Understanding the Exploit
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Remote Code Execution

From Crowdstrike:

Remote code execution (RCE) refers to a class of cyberattacks in which attackers remotely 
execute commands to place malware or other malicious code on your computer or network. In an 
RCE attack, there is no need for user input from you. A remote code execution vulnerability can 
compromise a user’s sensitive data without the hackers needing to gain physical access to your 
network.

https://www.crowdstrike.com/en-us/cybersecurity-101/cyberattacks/remote-code-execution/
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Redis

- Redis is a key/value store
- Widely used for many applications:

- Caching
- Message broker
- Generic database

- Generally run on a separate server
- Clients connect to this server to get and set 

values from keys
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Replicas

- Redis servers can “replicate” a leader
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Attacker enters

- Redis servers can “replicate” a leader
- The attacker connects to the 

unauthenticated leader
- The attacker tells the leader that it’s a 

replica
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You’re a replica

1) Attacker tells leader it’s a replica
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Here’s a database ;)

1) Attacker tells leader it’s a replica
2) Replica tries to sync its database; gets 

sent an ELF file???
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Load it!

1) Attacker tells leader it’s a replica
2) Replica tries to sync its database; gets 

sent an ELF file???
3) Attacker loads that ELF file
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exploited

1) Attacker tells leader it’s a replica
2) Replica tries to sync its database; gets 

sent an ELF file???
3) Attacker loads that ELF file
4) :(
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Parsing

- Parsing is transforming one form of data into data structures
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TCP
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Redis Serialization Protocol (RESP)
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Redis Serialization Protocol (RESP) - with Spicy



www.corelight.com

A couple more parts…

- Then we “just” parse the data
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RESP Example

* 2 \r\n

$ 5 \r\n

Hello \r\n

$ 9 \r\n

Berkeley! \r\n
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RESP Example

* 2 \r\n

$ 5 \r\n

Hello \r\n

$ 9 \r\n

Berkeley! \r\n

\r\n - Carriage Return 
Line Feed

Terminator - separates 
the protocol’s parts
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RESP Example

* 2 \r\n

$ 5 \r\n

Hello \r\n

$ 9 \r\n

Berkeley! \r\n

Array

Array Length (2)
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RESP Example

* 2 \r\n

$ 5 \r\n

Hello \r\n

$ 9 \r\n

Berkeley! \r\n

Bulk String

String length (5)

String content (Hello)
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RESP Example

* 2 \r\n

$ 5 \r\n

Hello \r\n

$ 9 \r\n

Berkeley! \r\n

Bulk String

String length (9)

String content 
(Berkeley!)
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How should we detect this?

- We have a couple ways to detect the RCE:
1. The attacker transferred an ELF file instead of a database file
2. The attacker used some troubling commands (SLAVEOF, MODULE LOAD)
3. The attacker connected to the Redis server without authentication

- Point 1 may be tough
- The transferred file could be a non-ELF file
- The communication between the server and attacker was actually not RESP, it just looks 

like it
- Point 3 is also the whole reason we’re in this mess in the first place!
- So, I will show how to detect point 2: an allow-list of commands
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How should we detect this?

- …
- An allow list of commands!
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Getting into Zeek

- Spicy talks with Zeek via events in a .evt file
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The Event
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A customizable allow list
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Is the command allowed?
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If not, raise a notice
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The logged notice
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The logged notice

Using zeek-cut:
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“Vanilla” Zeek logs also work!

- Zeek also has logs for each protocol
- You can get the details to detect this RCE just from “vanilla” Zeek logs
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redis.log
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Red flag 1: system.exec 

system.exec is not a standard Redis command
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Red flag 2: ELF file transfer

ELF files have known “magic bytes” — That’s not a database!
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155.4μs -> 52.8 μs 
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etyp@zeek.org

WordArt generator (no affiliation): 
www.makewordart.com 

mailto:etyp@zeek.org
http://www.makewordart.com

