
UNIVERSITY OF
CALIFORNIA

Running Zeek with AI: Is It Helping?

Aashish Sharma
Lawrence Berkeley National Lab

Berkeley Workshop, 2026



ZEEK WORKSHOP BERKELEY 2026 · DAY 1 · 11:30

Is AI Actually Helping?
A field report from AI-assisted Zeek operations at Berkeley Lab: 
a. Tool generation
b. IR & Forensics
c. Detection scripts
d. Operational debugging

Aashish Sharma · Lawrence Berkeley National Laboratory



THE FOUR CATEGORIES ·

The prevailing wisdom

Category What it means Who decides what How it fails

Tool generation The tooling around Zeek You specify, AI writes and rewrites Plausible, wrong for your 
hardware

Detection scripts Zeek policy that makes notices and 
logs

You have the idea, AI drafts the 
Zeek

Parses fine, never fires

Operational 
debugging

Why is this sensor misbehaving You point at symptoms, AI finds 
candidates

Confident wrong root cause

IR and Forensics Hunting, indicators, timelines AI sweeps, you own the 
conclusion

Fabricated evidence

Every AI-in-security talk this year has a version of this slide. It is tidy, it is reasonable, and I agree with 
all of it.

It is also not evidence.



THE FOUR CATEGORIES 

My take… 

Category What I actually built What reached production

Tool generation
the UT Austin Dorkbot parser  · 
A NIC/NUMA/IRQ config generator · 
a 20-feed intel aggregator 

Dorkbot is in use so is NIC config. The 
aggregator still runs, and **21% of its rows 
are dead.**

Detection scripts
A C2 beacon detector · a Bayesian anomaly detector · a 
social-engineering campaign detector · a cloud-asset intel 
package · a scan-detector modernisation · two 
blocking-pipeline monitors

Four deployed. Two live on one sensor, 
cluster path proven only by btest. Rest in 
“improvement” 

Operational 
debugging

Four investigations in three weeks, each with a written 
method. Then 300 GB proxies, and one bloom filter 
misconfig.

Three reusable runbooks. One upstream fix 
merged.

Forensics and IR A CVE hunt, published package · two report-to-intel 
pipelines · an affidavit extraction

One package published with anonymization 
and tests. 



Category What I actually built What reached production

Tool generation
the UT Austin Dorkbot parser  · 
A NIC/NUMA/IRQ config generator · 
a 20-feed intel aggregator 

The generator is in use. The aggregator still 
runs, and **21% of its rows are dead.**

Forensics and IR A CVE hunt, published package · two report-to-intel 
pipelines · an affidavit extraction

One package published with anonymization 
and tests. 

Detection scripts
A C2 beacon detector · a Bayesian anomaly detector · a 
social-engineering campaign detector · a cloud-asset intel 
package · a scan-detector modernisation · two 
blocking-pipeline monitors

Four deployed. Two live on one sensor, 
cluster path proven only by btest. Rest in 
“improvement” 

Operational 
debugging

Four investigations in three weeks, each with a written 
method. Then 300 GB proxies, and one bloom filter 
misconfig.

Three reusable runbooks. One upstream fix 
merged.

Everything on this slide is checkable; the companion paper cites each one M



UT Austin's ISO scans the internet and emails us one message per vulnerable host. About a hundred 
came that day.

What do you do ? 
1. Are these really flagging badness ?
2. How do I process 

a. Manually 
b. Spreadsheet - populate ?
c. Zeek ?

Parse them on the wire, not from an 
mbox.

TOOL GENERATION · DEEP DIVE · UT AUSTIN DORKBOT, PARSED OFF LIVE SMTP



Three sessions, one Zeek log

Session Clock My prompts It asked Out

mbox to TSV/CSV 14 min 4 0
253-line parser; its CSV 
became the spec

Python to Zeek, live SMTP 30 min 9 3
585-line Zeek script + policy 
+ a runbook

Production bug, mirror, rename 18 min 6 4
ticket-keyed dedup, JSON 
mirror

I wrote no requirements document, no tests, and no Zeek.

opencode session store · Claude Opus via CBORG · package git log O

TOOL GENERATION · DEEP DIVE · UT AUSTIN DORKBOT, PARSED OFF LIVE SMTP



It reasoned from the RFC. The network disagreed.

# its design, 21 May:
Key: c$smtp$msg_id when present
# "list expansion keeps the original
#  Message-ID (RFC convention)"

# its own test rule, same file:
confirm dedup is working
  (unique tickets == row count)

A week later, on production traffic: 1823 rows for 104 
tickets. Its own rule failed. Re-keyed on the ticket number 
UT Austin already puts in every subject.

Seventeen copies of every notification cross the 
wire. One row is written. And the key it first chose 
does not exist in this traffic at all.

bin/PROMPT.md · bin/dorkbot.zeek:499 · smtp.log and dorkbot.log, recounted 2026-09-08

TOOL GENERATION · DEEP DIVE · THE FAILURE, AND WHAT CAUGHT IT



TOOL GENERATION · DEEP DIVE · ZEEK-AUTOCONFIG.SH

A script to write node.cfg
Capability Flag For

Dry run by default (default) --apply commits sysfs, ethtool and IRQ writes; needs root

Interface selection -i "ifcs" auto-discovers otherwise. Name your taps.

AF_PACKET fanout --af-packet required when workers exceed hardware queues

Hyperthread policy --allow-ht off by default; siblings share L1/L2

Management placement --mgmt-node auto picks the NUMA node with no capture NIC

Exclusive cores --allow-core-overlap default divides a node's cores between its NICs

Name preservation --worker-name IFC=LABEL the block name is the peer name in every log

Persistence --install-systemd offloads and IRQ pinning do not survive a reboot

Self-test --self-test unit tests against synthetic /sys fixtures; no root, no NICs

Measurement --worker-stats per-worker drops and lag from stats.log

~bro/bin/zeek-autoconfig.sh --help M
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misconfig.
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merged.

Everything on this slide is checkable; the companion paper cites each one M



FORENSICS AND IR · AN AI CAMPAIGN 

AI Tailored outreach, 120 messages, no payload

I came across your work at the Lab... From your 
perspective, when a utility scale project enters a community 
early, which factor tends to matter most: clarity around local 
benefits, the quality of engagement, or the predictability of 
the permitting process?
Persona B to a staff scientist, March 2026 · anonymised

No URL, no attachment, no request for anything. Correct 
grammar, real research, and a question only an expert 
would enjoy answering. Every gateway control passed 
it.

What arrived

Individually tailored messages ~120

Distinct recipients 45+

Fabricated personas, one voice 2

URLs, attachments, money asks 0

Messages to the top target 6+

Hierarchy-wide: director, PIs, facility and 
operations staff, and retirees. Interleaved with 
ordinary internal mail.

Forwarded corpus, March 2026 · all internal personnel anonymised throughout S



First pass, on the smtp.log alone

Phase 2  Initial contact  IN PROGRESS
Phase 3  Engagement       NOT YET
Phase 4  Trust building   NOT YET
Phase 5  The ask          NOT YET

The campaign has NOT progressed beyond Phase 2 
based on this data. But absence of evidence is not 
evidence of absence — replies may exist in threads not 
captured here.
the same report, one line later

Then one thread was added

A TARGET REPLIED IN

31 h
warm, thoughtful, on a 
weekend

THE PERSONA ANSWERED IN

26 min
Saturday — monitored in 
real time 

Phase 4, confirmed — offer to meet locally and 
handed over a personal address and a mobile 
number. Intent was that the communication 
channel leave the institution.

FORENSICS AND IR · THE CORRECTION THAT MATTERED
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WHAT SHIPPED, AND WHAT IS STILL OPEN

Ship the detector, not the Intel
The package

•  20 weighted body phrases from the data; structural 
amplifiers (plain-text MIME, freemail entropy, no links) fire 
only after a body match

•  BodyIndicators  at 6.0, CampaignMatch  at 8.0 — 10 
notices, 4 of them page a human

•  VictimReply  fires the moment one of ours answers — the 
transition the first pass could not see

•  Confirmed senders auto-feed the Intel framework; internal 
senders excluded so a forwarded copy cannot poison it

•  se_campaign.log , cluster-aware state, 25 tests over 3 
anonymised pcaps

The honest column

As stated What was true

Not past Phase 2 One target was through Phase 4

"No one else replied" — 
self-scored LOW

A second scientist had replied

Persona A's address: not 
identified

Still unknown; forwarding lost the 
headers

Foreign collection as primary 
motive

Left at MODERATE; fraud not 
excluded

The row it marked LOW is the one that mattered.

github.com/initconf/SocialEngineering · anonymised: roles not names, no personal identifiers M













Vendor mail-security console showing the same campaign after reporting. No count from this 
product is compared with Zeek's here.
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the UT Austin Dorkbot parser  · 
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runs, and **21% of its rows are dead.**

Detection 
scripts

A C2 beacon detector · a Bayesian anomaly detector 
· a social-engineering campaign detector · a 
cloud-asset intel package · a scan-detector 
modernisation · two blocking-pipeline monitors

Four deployed. Two live on one sensor, 
cluster path proven by btest. Rest in 
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debugging

Four investigations in three weeks, each with a 
written method. Then 300 GB proxies, and one 
bloom filter misconfig.

Three reusable runbooks. One 
upstream fix merged.

Forensics and IR A CVE hunt, published package · two report-to-intel 
pipelines · an affidavit extraction

One package published with anonymization 
and tests. 

Everything on this slide is checkable; the companion paper cites each one M



OPERATIONAL DEBUGGING · DEEP DIVE · PROXIES AT 300 GB

healthy proxy A proxy B

RSS
459 MB 251 GB 286 GB

user CPU
4% 59% 50%

events per minute
3,835 1,218 6

timer lag
0.0001 s 25 s 604 s

Six events a minute is not a busy process. It is a wedged one. Growth ~0.4 GB/min, four to 
seven days to bake, single regex compiles reaching 36 minutes.

Telemetry comparison against a healthy proxy on the same cluster O



CASE 2 · THE SAME SYMPTOM, A COMPLETELY DIFFERENT CAUSE

0.4 GB a minute, and the first three answers were wrong
A mail-heavy cluster, 4 to 7 days to bake  (O)

healthy proxy A proxy B

RSS 459 MB 251 GB 286 GB

user CPU 4% 59% 50%

events/min 3,835 1,218 6

timer lag 0.0001 s 25 s 604 s

Growth ~0.4 GB/min. Single string_to_pattern() calls reaching 36 
minutes.

Two defects, compounding
Ours: the policy calls string_to_pattern() inside per-message loops, 
five call sites, recompiling against accumulated per-host state.

Zeek's: NFA state IDs come from a process-lifetime counter, and 
epsilon_closure() tracks visits in a function-static bitset indexed by 
them. It expands to the highest ID ever seen, never shrinks, and is 
memset on every call.

What it took to get there
•  Before assistants: months chasing table expiries on the HRW path. 
Wrong layer entirely.

•  First AI hypothesis: Software::register. Wrong, and dropped the 
same evening.

•  The agent then claimed the defect was present "8.0.1 through current 
master." It had read the code, not tested it.

•  A maintainer caught exactly that: *"the agent claims the code is 
unchanged, but that's different from validation."*

•  A real prior fix existed, merged Dec 2025, shipped in 8.0.5 and never 
backported to 8.1.x.

•  A maintainer first read the reproducer as already fixed, then re-read it: 
*"Oh! A vs D speed difference due to memset()."*

Outcome  (M)
zeek/zeek #5706, "NFA: Drop the static closuremap," opened and 
merged 2026-07-20. No patch was sent. A reproducer was.

Zeek Slack thread, Jul 2026 · ~/Zeek-Debugs/proxy-bloat/repro/ · gh pr view 5706, 5104 · issue 5103 · figures operator-reported, PR states measured 2026-09-08





OPERATIONAL DEBUGGING · WHAT THE PROBLEM WAS

Bloomfilters ! Oh I didn’t thought right … 

# built-bloom.zeek:9  —  the blacklist holds 
246,820 entries
BL_bloom = bloomfilter_basic_init(0.001, 
100000000);

PER NODE

171.5 MiB
measured on the production 
binary, not computed

× 91 NODES

15.6 GiB
permanently resident, on one 
host

Rebuilt and pushed to every node on every feed reload: 
about 26 GB of allocation in 23 seconds, every 15 
minutes — for a filter sized 400× larger than the list it 
holds.

What that did to a box already at 120%

Link Measured

Anonymous demand 451 GiB on a 377 GiB host

Direct reclaim pgscand/s  0 → 35,324

Swap is files on RAID5 4 KB random writes, 774 ms/page

Workers and logger block conn.log stops growing

The monitoring plugin 18.5 s against a 10 s timeout

What anyone actually saw CHECK_NRPE CRITICAL, 5 
daysNo Zeek process ever died. Three service 

checks flapped; logging stopped.
91-node single-host cluster, Aug 2026 · same constant again 3 weeks later on a second cluster: manager OOM-killed 9× in 21 h M



CASE 2 · OPERATIONAL DEBUGGING · MODE 2: HUMAN POINTS AT SYMPTOMS, AI FINDS CANDIDATES

Four incidents, four root causes

Date Where Symptom Root cause Time to cause

Aug 14 test sensor, 376 
GB

663 GB anonymous memory 
across 44 processes; 311 of 335 
GB swap used

a nine-line test script calling catch-and-release 
on every connection: 6,482,114 block creates vs 
2 deletes per worker

≈40 min

Aug 21 a cluster manager 792 spurious cron mails in 37 
days

a fixed temp filename written outside the zeekctl 
lock; a */10 job collides with */5 on every run

≈20 min

Aug 24 91-node 
single-host cluster

monitoring flapping five days; no 
process died

Bloom filter sized 100,000,000 for 246,820 
entries: 171.5 MiB per node, ≈26 GB in 23 s 
every 15 min

≈2 h, mostly 
waiting for 
the event

Sept 4 112-node 
single-host cluster

manager OOM-killed 9 times in 
21 h

the same constant: 205.7 MB to 110 peers every 
5 min, on a feed rewritten unchanged by cron

23 min, 13:03 
to 13:26

How-To/zeek-memory-forensics.md · cron-mail-race-forensics.md · zeek-issues/2026-08-24, 2026-09-04 INVESTIGATION.md



CASE 2 · THE PROBLEM THE LAST INVESTIGATION WALKED PAST

Twice the size of the workers, and three wrong answers about why

What stands  (M)
role n total each

proxy 10 80.8 GB 8.08 GB

worker 100 414.8 GB 4.15 GB

manager 1 4.2 GB 4.2 GB

logger 1 3.7 GB 3.7 GB

Ten proxies inside a 2% band, 8.04 to 8.21 GB. A proxy captures no packets.

live container entries 7,486,428

bytes per entry 1,182

three largest tables 3.09M · 2.57M · 524K

Scan::potential_scanner, proxy vs worker 187,150,990 vs 0

1,182 bytes per entry is far above a plain record. It fits the sketch-valued scan-ng 
tables, c_distinct_peers and c_likely_scanner, a HyperLogLog per key. 
Candidate, not measurement.

What I retracted, same afternoon
I wrote actually

still climbing, unbounded plateaued: flat over 6.2 h and over a 180 s 
RSS sample

top two tables 0.1% apart, a paired 
structure

one table read from two profiling blocks; 
my window spanned a boundary

seven site tables declare no expiry they do; a &default=function(){...;} ends a 
naive parse early

What would settle it
global_container_footprints() returns footprints by global name, 
the gap in Zeek 8's prof.log. Probe written and parse-checked. Deploying 
restarts the proxies, so it names the table on the next fill, not this one.

zeek-issues/2026-09-08-cluster4-proxy-table-growth/ · /proc, prof.log, metrics 10102 and 10112 · measured and re-measured 2026-09-08



Silent failures in generated policy



CASE 1 · WHERE IT FAILED

Zeek accepts it. Nothing fires. Nobody knows.
What the assistant wrote What happened

sin(PI_C * x)  in Zeek script fatal parse error; no such function

"RSTOS"  for RSTOS0 parsed fine; SYN+RST scans never counted for two weeks

https://pdf-fast.com/…   Intel::URL loads clean; can never match. Made twice, a month apart (Apr 25, May 28); 60,422 
rows of a live feed are dead

Broker::publish  "structurally sound" under 
ZeroMQ

silent drop; the log never appeared in production for months

"eod.meh"  as the only internal domain 1,603 alert emails, about 92% false; 26 of 26 btests green throughout

function domain_of(addr: string) reserved type name; a @load of it made the package unloadable



CASE 1 · WHERE IT FAILED

Zeek accepts it. Nothing fires. Nobody knows.
What the assistant wrote What happened

sin(PI_C * x)  in Zeek script fatal parse error; no such function

"RSTOS"  for RSTOS0 parsed fine; SYN+RST scans never counted for two weeks

https://pdf-fast.com/…   Intel::URL loads clean; can never match. Made twice, a month apart (Apr 25, May 28); 60,422 
rows of a live feed are dead

Broker::publish  "structurally sound" under 
ZeroMQ

silent drop; the log never appeared in production for months

"eod.meh"  as the only internal domain 1,603 alert emails, about 92% false; 26 of 26 btests green throughout

function domain_of(addr: string) reserved type name; a @load of it made the package unloadable

## conn_state values counted as "failed to establish".
const failure_states: set[string] = {
    "S0", "REJ", "RSTOS", "RSTRH", "SH", "SHR",
} &redef;



CASE 2 · ANATOMY OF ONE SILENT FAILURE

The row that loads cleanly and can never match
What our aggregator stores  (M)

# parsers.py:184 - the validate() gate
if intel_type == "Intel::URL":
    return value.startswith(("http://", "https://"))

It does not tolerate the scheme, it requires it. A correctly formatted row is 
rejected before it is ever written.

What Zeek looks up

## base/frameworks/intel/main.zeek:21
## A complete URL without the prefix "http://".
URL,

# http-url.zeek   -> HTTP::build_url()  = host + uri
# smtp-url-*.zeek -> find_all_urls_without_scheme()
# matching is exact string equality; no normalisation

Why nothing complained  (M)
Four deliberately malformed rows, one file, one load:

row loaded Zeek's reaction

not-an-ip        Intel::ADDR error, names file and line

https://e.com/x  Intel::URL accepted silently

https://e.com    Intel::DOMAIN accepted silently

zzz              Intel::FILE_HASH accepted silently

The bug is mine. The validator requires the one form Zeek 
cannot match. The silence is the framework's. ADDR is cast to 
a typed value and fails loudly; the other three are stored as 
strings, so a wrong-shaped string is indistinguishable from a 
right-shaped one that never appears.

The test that would have caught it is not "does the file load." It is five 
lines: fire a synthetic sighting in the form build_url()  produces, and 
assert a match.

parsers.py:184 · zeek_intel_aggregator.py:142 · base/frameworks/intel/main.zeek:21 · policy/…/seen/{http-url,smtp-url-extraction}.zeek · intel.dat counted 2026-09-08: 76,979 Intel::URL 
rows, 76,979 with a scheme



WORKING WITH THE PROJECT

The same ticket, before and after
FILED AUG 21 (M)

1,393
words. A summary, two reproducers, a root-cause section, field 
data, a patch, "patch verified." 

REWRITTEN (M)

264
words. Symptom and onset, verbatim error, real reproducer, one 
hedged code pointer, workaround, disclosure line naming the 
tool and what it did versus what I did. No patch !!!! 

The observation was valid and is being fixed upstream. The patch was withdrawn: it silenced the error and serialized nothing, and 
the error was the only evidence the race had happened. The maintainer's comment on the ticket:

zeek-github-issues/zeekctl-111-posted-original.md, -current.md, filing-calibration.md · GitHub edit history



Limitations of this talk
1.  One Aashish, one lab, one network. Nothing here generalizes by itself.

2.  The cases were not designed as experiments. Tools, models, and tasks varied together.

3.  The error counts are floors. They count errors that were noticed and written down.

4.  Per-line authorship is not recorded in any package. "AI-assisted" is the honest label.

5.  Most investigation logs were written by the assistant during the work. Their time figures and wrong 
turns are self-reports, corroborated by raw data timestamps where those exist.

6.  Several "after" numbers are projections from a data, not post-deployment counts.



THE QUESTION

What does the record show?
About seventeen months, me, four kinds of Zeek work. What helped, what went wrong, what 
caught it.

The claim this evidence supports  
AI-assisted work reached production or 
upstream when its output was checked 
against the running system. 

When the check was skipped, or could not 
see the failure, the same tools produced 
confident wrong conclusions and scripts 
that parsed cleanly and never fired.

Not claimed
•  No hours saved. 

•  No comparison with other tools or teams.

•  No statement about models in general.

•  One control case, used qualitatively.



1. If it parses, that tells you nothing. The thing to be afraid of is a 
script that loads fine and never fires.

2. All my tests passed. The detector was still wrong. A test only 
catches what it can see.

3. Stop writing specs. Point at a file. A CSV, an mbox, a pcap — 
each one better than a page of prose.

4. Don't do the arithmetic  - let data speak for itself 

5.  Reading the code is not validating it. A maintainer had to tell me 
that.

6. The reproducer moves things, not the diagnosis -  Mine was 
wrong three times.



Thanks!! 

Questions  

security@lbl.gov  

asharma@lbl.gov

mailto:security@lbl.gov

