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Logs are the reason people use Zeek
● Powerful from the get-go, and extremely adaptable
● Add new ones, extend existing ones, filter columns, etc
● If you customize your Zeek, chances are your logs are unique

● Knowing what your logs look like, and when they change, is key
● How does package XYZ change my logs?
● What changed from my current Zeek version to the latest?

● So far Zeek has provided no tooling to answer these questions



Log sche·ma, n

● A structured blueprint or template that defines the format, 
fields, and data types of a log message

● A database schema, but for system logs
● Describes a specific instance of a log format (JSON, CSV, 

syslog, etc)



JSON Schema is the go-to for JSON data
● JSON that describes JSON
● Standardized, with lots of 

features & tooling
● A constraint language: it 

accepts anything it 
doesn’t explicitly restrict

● Enables log validation

{
  "$schema": "https://json-schema.org/draft/2020-12/schema",
  "title": "Schema for Zeek conn.log",
  "description": "JSON Schema for Zeek conn.log",
  "type": "object",
  "properties": {
    "ts": {
      "description": "This is the time of the first packet.",
      "type": "number",
      "examples": [
        1737691432.132607
      ],
      "x-zeek": {
        "type": "time",
        "record_type": "Conn::Info",
        "script": "base/protocols/conn/main.zeek"
      }
    },
    "uid": {
      "description": "A unique identifier of the connection.",
      "type": "string",
      "x-zeek": {
        "type": "string",
        "record_type": "Conn::Info",
        "script": "base/protocols/conn/main.zeek"
      }
    ...



The logschema package



$ zkg install logschema
● A script-only package to produce schemas for your Zeek logs
● Includes four exporters:

● CSV: good for diffing
● JSON Schema: a must

● Uses type reflection and logging APIs to query log configuration at 
runtime
● Log field name, Zeek type, parent record, optionality,

default value, docstring, defining script / package
● Gets the details right: log filters, log extensions, etc

● Custom JSON: simple & Zeek-centric
● Zeek log: for easy integration



$ zkg install logschema
● Supports fingerprints: check if log structure has changed

● A hash of the logs’ names, field names, and Zeek types

● Faster than doing full schema production & diffing

● Fully extensible — add your own exporters or customize 

● Runs after all zeek_init handlers, or when you invoke it
● Possible blindspot if your scripts create / adjust log streams later 

● Supports Zeek 5.2 and newer, with some details from 6.0+





Demo

http://2205.mooo.com:8080/


Thanks!
Documentation

https://docs.zeek.org

Community links
https://zeek.org/community

Github project
https://github.com/zeek

Project wiki
https://github.com/zeek/zeek/wiki
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