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In total
23+ evaluations saved
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Small script that does
8 record references 

(along with other stuff) 
a million times



Same but using a local 
variable (y) to reduce to 

2 record references



hyperfine takes a list 
of programs to run, 

repeatedly times them 
& compares



For this 
micro-benchmark, 

using the local is about 
9% faster
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Hard to make out due to long file names,
let’s get rid of them

zeek … –profile-scripts >prof.out



Header akin to
Zeek TSV logs

Unsorted, by default



sort -nr –k5 
most CPU first



sort -nr –k5 
most CPU first

Zeek execution separate 
from scripts

(event engine, logging)



sort -nr –k5 
most CPU first

All scripts together



sort -nr –k5 
most CPU first

All 6 of the 
file_sniff event 

handlers



sort -nr –k5 
most CPU first

The most expensive 
file_sniff handler
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BiFs with most CPU



sort -nr -k5 | grep BiF 
BiFs with most CPU



sort -nr -k5 | grep -i ssl
functions etc. relating to

TLS analysis with most CPU
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ZAM: compile scripts to optimized IL
• ZAM (Zeek Abstract Machine)
• Applies a number of optimizations

(Inlining, constant propagation, folding, CSE)
• Workflow: use zeek -O ZAM



Small script that does
8 record references 

(along with other stuff) 
a million times



corelight.com



corelight.com

Frame holding 
variables/temporaries
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Low-level 
execution IL



How do we fare using 
ZAM instead of regular 

script execution?



Uh-oh!
It takes twice as long!



Hmmm maybe it’s compilation overhead. Let’s use 
–b so there’s much less for ZAM to compile …



ZAM is 2.8x faster!
Are we done?



Hmmm how much of 
ZAM’s 890 ms is still  

compilation overhead?



Let’s run without any scripts



ZAM is slower, but we see about 220 ms 
of additional compilation overhead …



So adjusted for startup overhead,
non-ZAM is 2505 ms – 575 ms = 1930 ms

ZAM is 890 ms – 797 = 93 ms (20:1!)



Scripts do 10M loops rather than 1M loops
Larger inputs lessen startup/exit effects 



That’s more like it!
(though still not the asymptotic 20:1)



How does the version that uses a local to 
reduce record references fare w/ ZAM? 



No difference!
Because ZAM avoids the extra record 

references in the original, too
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ZAM: compile scripts to optimized IL
• ZAM (Zeek Abstract Machine)
• Applies a number of optimizations

(Inlining, constant propagation, folding, CSE)
• Workflow: add –O ZAM command-line arg.
• Compatibility: full (other than some error message formats)
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ZAM: compile scripts to optimized IL
• ZAM (Zeek Abstract Machine)
• Applies a number of optimizations

(Inlining, constant propagation, folding, CSE)
• Workflow: add –O ZAM command-line arg.
• Compatibility: full (other than some error message formats)
• Notes:

- Increases startup time by a few seconds
- Supports per-script line profiling via sampling
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zeek … –profile-ZAM >prof.out



zeek … –profile-ZAM >prof.out



129 Modules

Per-module counts of 
instructions, CPU time



660 functions ran
1,007 “did not execute”

Per-function counts of calls, 
instructions, CPU time



Per-ZAM instruction 
counts and CPU time



This code always executes 
…



This code rarely does 
…



… and this almost 
never

[
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Compiling scripts to C++
• Leverages native C++ optimization
• Automatically provides script-level profiling via C++ tools
• Usual workflow: compile a set of scripts to a Zeek plugin

(also doable for packages that already have plugins)
• Another workflow: compile Zeek’s default scripts into C++
• Compatibility: full (other than some error message formats)

- However: will skip in presence of  @ifdef cond. code
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Speeding up Zeek Scripts - How Much 
Faster?

• Hugely depends on what a script does …
… and Amdahl’s Law

• Typical total run-time gain: ~5-10%

• Gets better with the more packages you use!  
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Speeding Up Zeek Scripts
1. For script writers

a) Avoiding repeated expressions
b) Profiling to find issues

2. For script users
a) ZAM optimization
b) Comparing performance with hyperfine
c) Using ZAM to produce flamegraphs
d) Compiling to C++



What About
Function Call Overhead?



Version of our original script 
that does 10M iterations



Same, except uses a function 
call to compute them





Significant function call overhead 
(when doing millions!)



How about for ZAM?



Much more modest
(ideally, inliner would make it 0%)



Let’s finish with a full comparison,
regular vs. ZAM, 10M iterations …





sort -nr -k4 : most calls first



sort -nr -k5 | grep files:
functions etc. relating to file extraction with most CPU



388 instructions




