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Packet traces I’m gathering for 
research become of interest for 

operational security analysis



I script up a nightly job 
to analyze the day’s 
traces for issues …



Hey these are handy but 
sure would be great to get 

the analysis immediately …



“Bro” starts running 
in production



Awarded: Best Paper; Test of Time

Zee
k



•Taps network link passively, sends up a 
copy of all network traffic.Network

The Zeek Network Security Monitor’s 
Architecture



•Kernel filters down high-volume stream 
via standard libpcap packet capture 
library.
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• “Event engine” decodes protocols, distills 
filtered stream into high-level, 
policy-neutral events reflecting underlying 
network activity

• E.g., connection_attempt, http_reply, 
teredo_authentication

• These span a range of semantic levels
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•Scripts written in Domain Specific 
Language processes event stream, 
incorporate:

• Context/state from past events
• Additional input sources
• Site’s particular policies



Network

libpcap

Event Engine

Policy Script Interpreter

Packet 
Stream

Filtered 
Packet
Stream

Tcpdump
Filter

Event
Stream

Event
Control

Policy
Script

… and take action: 
Record to disk - extensive logs
Generate real-time alerts
Execute programs as a form of response

•Scripts written in Domain Specific 
Language processes event stream, 
incorporate:

• Context/state from past events
• Additional input sources
• Site’s particular policies

Real-time Action
Log Archive

The Zeek Network Security Monitor’s 
Architecture



Network

libpcap

Event Engine

Policy Script Interpreter

Packet 
Stream

Filtered 
Packet
Stream

Tcpdump
Filter

Event
Stream

Event
Control

Policy
Script

… and take action: 
Record to disk - extensive logs
Generate real-time alerts
Execute programs as a form of response

•Scripts written in Domain Specific 
Language processes event stream, 
incorporate:

• Context/state from past events
• Additional input sources
• Site’s particular policies

Real-time Action
Log Archive

The Zeek Network Security Monitor’s 
Architecture



Stable for years at a 
few dozen per day



First release of Snort



Starts to grow 
exponentially



Sourcefire founded – 
commercial support for Snort





The Worm Era
Begins

We go after 
funding for Zeek



?





First Zeek/Bro 
Regional Workshop 

AFAICT



Checkpoint attempts to 
buy Sourcefire for $225M



We pitch a large-scale 
continuation of the Zeek 

project to NSF



?





Sourcefire IPOs



 ?



Data courtesy Aashish Sharma, Jay Krous, 
James Welcher & Partha Bannerjee
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??

6x growth in one day,
life is never the same again



How much of this is IPv6?



How much of this is IPv6?

4 local NTP servers added 
to pool.ntp.org
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LBNL 46%/5%/3%

LBNL Profile, Feb 2025

w/o NTP, DNS & QUIC



Data courtesy Aashish Sharma, Jay Krous, 
James Welcher & Partha Bannerjee

We pitch another 
large-scale continuation 

of the Zeek project to 
NSF



?





Data courtesy Aashish Sharma, Jay Krous, 
James Welcher & Partha Bannerjee

For long-term 
sustainability of the 

open-source project, 
we create Corelight



Data courtesy Aashish Sharma, Jay Krous, 
James Welcher & Partha Bannerjee

Cisco buys 
Sourcefire for $2.7B



Data courtesy Aashish Sharma, Jay Krous, 
James Welcher & Partha Bannerjee

NSF works with us to 
foster continuation of 

Zeek project & community



?







Zeek/Bro was one of eight 
2016 highlights NSF 
framed for Congress



Data courtesy Aashish Sharma, Jay Krous, 
James Welcher & Partha Bannerjee

Corelight is successful enough 
to become the custodian of 

the Zeek project
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Scalable high performance
via Zeek Cluster
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No filtering by default;
analyze off-port traffic using 
Dynamic Protocol Detection
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Analysis of events from other 
sources; parsing of 

non-network formats 
(items/files)

} {
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} {Extensive library functionality, 
input / logging / output & 

analysis frameworks

} {







Modern
Usage Of

Zeek



A Look At The Last Ten Years:

The Rise of Encryption?*
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The Rise of Encryption?*

* From an enterprise perspective



A Look At The Last Ten Years:

The Rise of Encryption?*

Part I:
How Pervasive is QUIC?





TLS: +5.0M/year

QUIC: +1.9M/year



Site
IPv6

%
QUIC:
TLS %

LBNL 46/5/3 28

LBNL Profile, Feb 2025



A Look At The Last Ten Years:

The Rise of Encryption?*

Part II:
How Pervasive is TLS 1.3?

* Hides certs; may hide SNI





In early 2022, major shift in 
inbound TLS 1.3 usage



The same sort of shift in 
outbound TLS connections 
only happens 2 years later



+10%/year
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A Look At The Last Ten Years:

The Rise of Encryption?*

Part III:
How Pervasive is SMBv3?

* Encrypted version of SMB
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A Look At The Last Ten Years:

The Rise of Encryption?*

Part IV:
How Pervasive is Post-Quantum TLS?
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Went from 0 to 39% 
in one day



A Look At The Last Ten Years:

The Rise of Encryption?*

Part V:
No More Totally Busted Crypto?
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Okay, But That’s Just 
One Datapoint, Right?



10 Polaris partners, 16 sensors deployed
17 billion Zeek logs/day

2+ PB stored pcaps
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Polaris I none 0 31 ✔ 2 ✔ 1

Polaris J 37/12/12 3 64 ✔ 3 5 ✔
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Okay, But At Least Not Much
 

Clear-Text HTTP, Right?



Each point represents one sensor, 
100M+ combined logs/week



Each point represents one sensor, 
100M+ combined logs/week



-0.6%/year

Each point represents one sensor, 
100M+ combined logs/week



Summarizing A Few Decades …



Nightly scripts start a 
33-year-to-date record 

of LBNL Internet activity



Zeek takes over 
the monitoring …



IPv6 standardized



TLS 1.0 standardized



Modern worm era begins,
changing connection 
patterns overnight



OMG scanning 
has gotten totally 

out of hand



TLS 1.2 standardized



Google’s BeyondCorp arch. 
emphasizes Zero Trust 

encryption-everywhere



Encrypted SMB debuts



SMBv1 deprecated



Google, Cloudflare 
disable RC4



Mirai sends LBNL a Telnet 
scan every 230 µsec



TLS 1.3 standardized;
AWS support for post-quantum crypto



TLS 1.3 deployed 
“surprisingly speedily”



“QUIC Will Eat the 
Internet”



In Enterprises*:
Spotwise IPv6, mostly a trickle
Spotwise QUIC, more trickle than not
TLS 1.2 still dominates more than not
A smattering of encrypted SMB
Almost no uptake (yet) of PQ crypto
SMBv1 refuses to die
RC4 refuses to die
Plenty o’ HTTP
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Take-aways?
• Growth is often exponential
• Just because it is, doesn’t mean it won’t accelerate, or 

drop off
• We’ve seen multiple instances of rapid or even 

overnight change – in both scanning and tech up-take
• Other change occurs at a tepid pace (e.g. TLS 1.3) …
• … or seemingly not at all (IPv6)
• ... and obsolete tech lingers not for years but decades
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