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Founded in 1954
Science for Peace

CERN is the European Laboratory for 

Particle Physics



Straddling the Franco-Swiss border near Geneva

Our goal is to understand the 

most fundamental particles 

and laws of the universe



Four pillars underpin CERN’s mission

RESEARCH

EDUCATION 

& TRAINING

TECHNOLOGY 

& INNOVATION

COLLABORATION



RESEARCH



What is the universe made of?
We study the elementary building blocks of matter and the forces that 
control their behaviour
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"CMB Timeline300 no WMAP" by NASA/WMAP Science Team - Original version: NASA; modified by Ryan Kaldari. Licensed under Public Domain

What was the state of matter just 

after the “Big Bang”?

What is the Universe’s mass

made of?

Where has all the primordial 

antimatter gone?



To answer these questions, we develop technologies 
in three key areas

DETECTORS COMPUTINGACCELERATORS



Large Hadron 
Collider (LHC)

• 27 km in circumference

• About 100 m underground

• Superconducting magnets 

steer the particles around the 

ring

• Particles are accelerated 

to close to the speed 

of light

• ~ 11 000 turns / sec, 25 ns 

bunch spacing



Superconducting: -271° C
(1.9 K) cold

Current: 11,000 A

Stored energy:

2 × 80 kg of TNT equiv.



Giant detectors record the particles formed 
at the four collision points
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3D “Photo” of a collision from the LHC

~ 25 M bunch crossings / sec

10 - 40 collisions / crossing

~ 100 M data channels

~ 10 MB “photo” size

~ 1 PB / sec raw data rate

~ 4 000 servers for filtering 

down to ~ 20 GB / sec

~ 80 PB / year





AMS:  A Detector in Space



Return on Investment

François Englert Peter W. Higgs



Preparing CERN’s future



COLLABORATION



CERN has 25 member states and supports a global 

community of 12 000 researchers



Science for peace
CERN was founded in 1954 with 12 European Member States

25 Member States
Austria – Belgium – Bulgaria – Czech Republic 

Denmark – Estonia – Finland – France – Germany 
Greece – Hungary – Israel – Italy – Netherlands 

Norway – Poland – Portugal – Romania – Serbia 

Slovakia – Slovenia – Spain – Sweden – Switzerland  
United Kingdom

10 Associate Member States
Brazil – Croatia – Cyprus – India – Ireland – Latvia Lithuania – 

Pakistan – Türkiye – Ukraine

4 Observers
Japan – USA – European Union – UNESCO

 

CERN’s annual budget 

is 1200 MCHF (equivalent 

to a medium-sized European 

university)

~ 50 Cooperation Agreements 
Albania – Algeria – Argentina – Armenia – Australia – Azerbaijan – Bahrain – Bangladesh – Bolivia – Bosnia and Herzegovina 

Canada – Chile – Colombia – Costa Rica – Cuba – Ecuador – Egypt – Georgia – Ghana – Honduras – Hong Kong –Iceland 
Indonesia – Iran – JINR – Jordan – Kazakhstan – Kuwait  – Lebanon – Madagascar – Malaysia – Malta – Mexico – Mongolia

Montenegro – Morocco – Mozambique – Nepal – New Zealand – North Macedonia – Oman – Palestine – Paraguay 

People's Republic of China – Peru – Philippines – Qatar – Republic of Korea – Rwanda – Saudi Arabia – Singapore 
South Africa – Sri Lanka – Taiwan – Thailand – Tunisia – United Arab Emirates – Uruguay – Uzbekistan – Vietnam

Employees:

2704 staff, 

1181 graduates and fellows 

Associates: 

12406 users, 1401 others
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A laboratory for people around the world

Member States (7704)
Austria 88 – Belgium 142 – Bulgaria 49 – Czech Republic 250 

Denmark 50 – Estonia 27 – Finland 88 – France 856 – Germany 1260 

Greece 101 – Hungary 84 – Israel 75 – Italy 1657 – Netherlands 174 

Norway 88 – Poland 363 – Portugal 110 – Romania 110 – Serbia 42

Slovakia 72 – Slovenia 29 – Spain 448 – Sweden 103 – Switzerland 409 

United Kingdom 1029

Associate Member States (613)
Brazil 141 – Croatia 35 – Cyprus 12 – India 158 – Ireland 11 

Latvia 22 – Lithuania 21 – Pakistan 35 – Türkiye 151 – Ukraine 27

 

Observers (2330)
Japan 229 – United States of America 2101

Distribution of all CERN Users by the location of their home institute

Geographical & cultural diversity

Users of 110 nationalities

24.7 % women
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Data as of 31 December 2024

Cooperation Agreements (1759)
Albania 7 – Algeria 1 – Argentina 17 – Armenia 28 – Australia 31 – Azerbaijan 2 – Bahrain 10 – Canada 203 

Chile 58 – Colombia 25 – Costa Rica 8 – Cuba 3 – Ecuador 4 – Egypt 22 – Georgia 36 – Hong Kong 17 – Iceland 3 

Indonesia 8 – Iran 18 – JINR 305 – Jordan 2 – Kazakhstan 8 – Kuwait 2 – Lebanon 12 – Madagascar 1 – Malaysia 1 Malta 3 

– Mexico 66 – Montenegro 4 – Morocco 22 – New Zealand 1 – Nigeria 1 – Oman 1 – Palestine 1 

People’s Republic of China 472 – Peru 3 – Philippines 1 – Republic of Korea 184 – Saudi Arabia 4 – South Africa 73 

Sri Lanka 7 – Taiwan 49 – Thailand 17 – Tunisia 3 – United Arab Emirates 14 – Vietnam 1



TECHNOLOGY 

& INNOVATION



CERN is the birthplace of the World Wide Web



CERN’s technological innovations have 
an important impact on society

Accelerator technologies 

for cancer radiotherapy 

with protons, ions and 

electrons.

Developing machine 

learning software for 

autonomous driving.

© CNAO

Pixel detector 

technologies for 

high-resolution 3D colour 

X-ray imaging.

© ENVISION / ENLIGHT

Cultural Heritage

InsightART

Measuring the DNA 

of your art.

© MARS Bioimaging
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© MARS Bioimaging



Further Dissemination of our Technologies
25

Linacs for hadron 

therapy

Medical ion sources

Linacs for Very High 

Energy Electron 

Therapy

Patient monitoring

White Rabbit - 

timing through 

ethernet

Space Radiation Monitor

Open-Source

Structured Laser Beams for Industry Rhodri Jones



EDUCATION

& TRAINING 



CERN education and training programmes

1181 graduates 

(including Research Fellows)
3 000 PhD students

300 Undergraduate students in 

Summer programmes

> 15 000 teachers participating in dedicated programmes, 

since 1998

2746 teams with more than 20 000 students in 

Beamline for Schools (BL4S) competition programme, since 

2014 

27



Visiting CERN https://visit.cern
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The Science Gateway, inaugurated in October 2023. Free entry, open to everyone aged 5 and over.

400 000 visitors a year

Interactive 

exhibitions

Laboratory

workshops

Science shows

Guided

tours

Science

films

Public

events

Virtual

tours

https://visit.cern/


Computing



12 000 Servers

380 000 Cores

220 000 Disks

5 500 Network Devices

80 000 Tape Cartridges



Massive amounts of data

> 1.3 EB stored on tape

Capacity of > 2 EB



• Stores, distributes, processes 
and analyses LHC 
experiments’ data.

• 1.4 million processing cores in 
170 data centres 
and more than 40 countries.

• 1.3 Exabytes 
of CERN data stored and 
analysed world-wide.

The Worldwide LHC Computing Grid (WLCG)



CERN Computer Security Team mandate



Protect the operations and reputation of
CERN against computer security threats



Campus WLCG & EGI

Data centre Control systems



Like any other company, organisation or university,
CERN is under permanent attack.



Operational Financial Legal Reputational

Risk Matrix

Water-Holing

Misuse of compute power

Violation of copyrights

Impersonation

Data theft
Attacking third parties

Defacement

License infringements
Sabotage

Financial fraud

Espionage



Data Theft (…or not )



DDOS-ing CERN (for tests)



A Comprehensive Portfolio



The CERN Security Operations Center



System Design of the CERN SOC
▪Unified platform for:

▪Data ingress

▪ Storage

▪Analytics

▪Multiple data access / view patterns:

▪Web based dynamic dashboards for querying and reporting

▪Command line interface that can be easily scripted

▪Extensible, pluggable, modular architecture

▪Unified data access control policies



Technology goals
▪Scale out, not scale up

▪ Integrated with the rest of the CERN IT ecosystem

▪Use of commodity hardware (as much as possible)

▪Use of cheap, massively-scalable storage (standard disk 
arrays)

▪Deployment inside OpenStack (whenever possible)

▪Configuration management done via Puppet



Privacy/Security concerns
▪Every component follows strong security requirements:

▪Data transfers encrypted
▪ Using TLS

▪Authentication used for all data accesses
▪ Mostly Kerberos, password for Elasticsearch

▪Authorization & ACLs

▪ Data only accessible to the Computer Security Team & Service Managers

▪ Spark master-executors communications are protected



System architecture



Technology Stack used

▪ Intrusion Detection: 

▪Telemetry Capture Layer:

▪Data Bus (Transport):

▪Analytics:

▪Long-Term Data Store:

▪Real-Time Index & Search:

▪Visualisation:

▪Web frontends:

Zeek

Apache Flume & Fluentbit

Apache Kafka

Apache Spark & Go

Hadoop HDFS

Opensearch

Opensearch Dashboards & CLI

OpenShift



Zeek usage at CERN
▪Cornerstone of the CERN SOC

▪Cluster of 16 nodes (12 production, 4 QA)

▪ ~2.5 billion daily connections

▪ ~1.2 TB of daily Zeek logs

▪ Building RHEL RPMs and sharing them

▪ > 3 million Indicators of Compromise used for active detection via 
the Zeek intel framework

▪Tens of thousands of daily raw Zeek alerts being distilled to only a few 
dozen alerts that a SOC analyst needs to handle (via automatic 
removal of false positives, aggregation and correlation)
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