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What does this shunt?
• Implicit TLS → HTTPS, FTPS, IMAPS, POP3S, SMTPS, XMPPS, LDAPS, …
• Explicit TLS

• STARTTLS → IMAP, POP3, SMTP, IRC, XMPP
• Custom → MySQL TLS, PostgreSQL TLS, RDP TLS

• Others → DTLS, TLS in SOCKS
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Original Shunted
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Shunting in conn.log
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Original Shunted Shunted + Metadata
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23% 
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23% 
• Lab performance test: Determine max. throughput without packet drops
• Generated traffic mix using  ~88% TLS
• Varying configurations: Gains between 7 - 38%

→ Your mileage may will vary!

��
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Shunting Impact - Example: CPU Usage
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Packets total Zeek Workers CPU

Packets shunted
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Shunting Impact - Example: Packet Drops
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Packets total Packets dropped

Packets shunted
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What does this shunt?
• TLS → HTTPS, FTPS, IMAPS, POP3S, SMTPS, XMPPS, LDAPS, ...
• STARTTLS → IMAP, POP3, SMTP, IRC, XMPP
• Explicit TLS → MySQL TLS, PostgreSQL TLS, RDP TLS
• Others → DTLS, TLS in SOCKS
• …

What else to shunt?
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Shunt connections > 1 MB

• for every new connection
→ set threshold per direction

• shunt if crossed
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Shunt connections > 1 MB

• for every new connection 🥵

• for conns > 10 packets
(excludes short conns like DNS)

→ set threshold per direction

• shunt if crossed
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Shunting more…
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• QUIC
• VPNs (Wireguard, IPSec)
• Unknown protocols
• …

But how?
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Zeek’s new XDP shunter
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- Active development on a new XDP-based 
traffic shunter

- Intended to get into Zeek 8.2
- Currently a package: 

https://github.com/evantypanski/xdp-zeek
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What is XDP?
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- eXpress Data Path
- eBPF code, runs (before Zeek!) in various places

- offload mode: on NIC
- native mode: first thing in the driver
- SKB or generic mode: after socket buffer allocation (“for testing only”)

- You can access packets before the kernel ever has a chance to see them - very fast and early!
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Why shunting?
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- One of the first XDP examples uses 
XDP_DROP to drop all packets when it’s 
loaded

- What if we used that to selectively drop 
packets we don’t care about?

https://github.com/xdp-project/xdp-tutorial/blob/cc5e32b0e285c3d17203e879f56981b574e85f53/basic02-prog-by-name/xdp_prog_kern.c#L23-L27
https://github.com/xdp-project/xdp-tutorial/blob/cc5e32b0e285c3d17203e879f56981b574e85f53/basic02-prog-by-name/xdp_prog_kern.c#L23-L27
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Talking with Zeek: BPF maps
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- Zeek has much more information to tell what to shunt and when to shunt it
- Zeek communicates with XDP via BPF maps
- Two ways to shunt: flows (filter_map) and IP pairs (ip_pair_map)

- We can add more or change them based on need, but these cannot be dynamic
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The flow
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Zeek’s responsibility: Add to map, the flow is shunted!
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Unshunting
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- Eventually, a connection should be removed 
from the map

- otherwise there is unbounded state growth, 
you will run out of memory

- When do we remove a connection from the 
map?

- Remember: Zeek no longer sees any traffic 
from the connection, so it cannot react to it

- But if a connection is still getting actively 
shunted, we want to keep it shunted

- We don’t want to unshunt within the XDP 
program, since it only runs on individual 
packets, and that hurts configurability for 
Zeek.
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Idea 1: Raise “events” from the XDP program
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- XDP still sees the traffic. What if the XDP program told Zeek when a connection finished?
- Done via ringbufs. When a FIN or RST is seen, tell Zeek that the flow is finished via 

bpf_ringbuf_submit
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Idea 1 cons
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- Zeek will have to constantly poll the ring buffer to see if a flow should be unshunted
- Hard for XDP to tell if we actually closed the connection
- Only helps for TCP connections that ended gracefully

… but it’s cool 😎
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Idea 2: Forward TCP control packets
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- Zeek uses TCP packets like FIN and RST to tell if a connection is finished
- We can just use XDP_PASS to forward those to Zeek, so Zeek can then make the decision!
- Easy implementation:
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Idea 2 cons
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- Some TCP control packets (ACK in 
particular) can carry data. This means for 
connections like SSH, hardly anything will 
get shunted!

- Even if we only forward “pure acks” (without 
data), those aren’t common enough for 
Zeek to reliably know to close the 
connection

- (Still) Only helps for TCP connections that 
ended gracefully
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Idea 3 (current): Zeek times out in the same way as before
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- Zeek already has a timer to time out connections. It’s just not as reliable when Zeek doesn’t see 
packets

- We could use these for a generic “garbage collection” but that ends up with a lot more issues
- What if we could inform Zeek that a connection should not be removed, even though it “should” 

be timed out?
- New feature! The connection_timing_out hook (PR #5223) to tell Zeek not to remove the 

connection

https://github.com/zeek/zeek/pull/5223
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Idea 3 cons

29

- Zeek will show the shunted connection timed out, even if it closed gracefully
- Even lively connections get checked each timeout interval, could be wasteful
- If a worker crashes, it loses track of the connection, so it’s never unshunted
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Current Issues with the XDP shunting (it’s still in development!)
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- Still in a package, not in Zeek’s core (https://github.com/evantypanski/xdp-zeek)
- Clusters are annoying

- Loading XDP programs is a privileged operation, so may need root for it
- XDP is per-interface, need to clean up if multiple workers are on one interface (eg af_packet load 

balancing)
- xdp-loader is insufficient

- It’s the classic way to load XDP programs, but it’s too generic for some things (configuring map sizes)
- But, it allows loading multiple XDP programs with a “dispatcher”
- Working on a custom loader with extra functionality for Zeek in it (eg analyzing the current map, 

unshunting connections from crashed workers)
- Frags

- XDP lets you work with large MTU sizes, but only some drivers have support
- If you enable jumbo frames, XDP may be tricky (or impossible) at the moment

https://github.com/evantypanski/xdp-zeek
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How can YOU use it?
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- Need to run on Zeek master branch (for the connection_timing_out hook)
- Then install the package https://github.com/evantypanski/xdp-zeek
- Enable XDP in zeekctl (zeekctl.cfg):

xdp.enabled = True

- That will load the XDP program in your cluster with zeekctl deploy (make sure you’re root!)
- Then load the shunting policy scripts for some basic shunting (in local.zeek):

@load xdp/shunt/policy

https://github.com/evantypanski/xdp-zeek
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Summary
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Shunting Pitfalls in the Field
• Traffic mix → YMWV 😉
• Consider shunting metadata
• Event selection

XDP Shunting
• Available at github.com/evantypanski/xdp-zeek
• Unshunting is hard!
• Let Evan know if anything explodes :) 

jan.grashoefer@corelight.com

github.com/J-Gras

linkedin.com/in/jan-grashoefer

@jan

etyp@zeek.org

github.com/evantypanski

linkedin.com/in/evan-typanski

@evantypanski
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https://zeekorg.slack.com/team/U07ESHA5FS7

