
Containers, systemd and Prometheus:
Running Zeek in 2026

Arne Welzel

Kubernetes



● Zeek since mid-2022, Corelight
● Zeek Cluster on ZeroMQ
● Also systems engineering, integration, performance…
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Containers, systemd and Kubernetes:
Running Bro in 2016



Overview

● Zeek is a Multi-process Application
● Running a Zeek Cluster
● Zeek Appliance
● zeek-systemd-generator and zeek.conf in 8.1
● systemd in a container?!
● The zeek/zeek-demo repository
● Zeek Nodes as Kubernetes Nodes?
● Question / Discussion

https://github.com/zeek/zeek-demo/


Zeek is a Multi-process Application (Single Node)



Zeek is a Multi-process Application (Multi Node)



Running a Zeek Cluster: Manually

`$ zeek-cluster-layout-generator -L 1 -P 2 -W 8 -o cluster-layout.zeek
$ export ZEEKPATH=$(pwd):$ZEEKPATH

$ mkdir manager  && cd manager  && CLUSTER_NODE=manager  zeek local &
$ mkdir logger-1 && cd logger-1 && CLUSTER_NODE=logger-1 zeek local &
$ mkdir proxy-1  && cd proxy-1  && CLUSTER_NODE=proxy-1  zeek local &
$ mkdir proxy-2  && cd proxy-2  && CLUSTER_NODE=proxy-2  zeek local &

$ mkdir worker-1 && cd worker-1 && CLUSTER_NODE=worker-1 zeek -i af_packet::eth0 local &
...
$ mkdir worker-8 && cd worker-8 && CLUSTER_NODE=worker-8 zeek -i af_packet::eth0 local &



Running a Zeek Cluster: Tooling

BroControl / ZeekControl Supervisor API (2019-) / Management Framework (2021-)

Corelight (2015-)

My own attempts (2020-)

# Ansible, templates, Shell, ...
$ bro-restart-all
$ sv restart bro-worker-01

$ zeek supervisor.zeek

And more Seth ideas!

ESnet (2019-2024)

# Ansible, systemd, ?
$ systemctl
$ journalctl



Running a Zeek Cluster: Status Quo

● ZeekControl
○ Does a lot more than just process management!
○ Lots of scripts, nohup, state files
○ Memory limits via ulimit, CPU pinning via taskset
○ Cronjob to restart crashed processes
○ Multi-node first

● Management Framework
○ Started sometime in 2019
○ Number of known users today: 1 (ESnet)

● Custom Implementations

[Unit]
Description=Zeek

[Service]
User=zeek
Type=forking
Restart=on-failure
RestartSec=5
ExecStart=/opt/zeek/bin/zeekctl deploy
ExecStop=/opt/zeek/bin/zeekctl stop

[Install]
WantedBy=multi-user.target



Zeek Appliance

● Corelight, Security Onion, Malcolm, …

● Small systems with a few workers
○ 4 workers, 1 logger, 1 proxy, 1 manager

● Large systems with huge NICs
○ 100+ workers, more loggers, more proxies, …



Zeek Appliance: Process Supervisor

● Process Management
● Memory Limits
● Sandboxing
● CPU Affinity

● Linux-only is fine

● Well-known, ubiquitous, widely supported, off-the-shelf, …





zeek-systemd-generator and zeek.conf

● Zeek 8.1 includes too tools/systemd-generator
○ systemd.generator(7) - run during boot and at daemon-reload time

$ cat <PREFIX>/etc/zeek/zeek.conf
interface = af_packet::wlp0s20f3
workers = 2
worker_memory_max = 1024M

# Generate unit files
$ systemctl daemon-reload

# Start all Zeek processes
$ systemctl start zeek.target

https://github.com/zeek/zeek/tree/master/tools/systemd-generator
https://www.freedesktop.org/software/systemd/man/latest/systemd.generator.html


zeek-systemd-generator and zeek.conf

$ tree /run/systemd/generator/ | grep zeek
├── zeek-archiver.service
├── zeek-logger@.service
├── zeek-manager.service
├── zeek-proxy@.service
├── zeek-setup.service
├── zeek.target
├── zeek.target.wants
│   ├── zeek-archiver.service -> ../zeek-archiver.service
│   ├── zeek-logger@1.service -> ../zeek-logger@.service
│   ├── zeek-manager.service -> ../zeek-manager.service
│   ├── zeek-proxy@1.service -> ../zeek-proxy@.service
│   ├── zeek-setup.service -> ../zeek-setup.service
│   ├── zeek-worker@1.service -> ../zeek-worker@.service
│   └── zeek-worker@2.service -> ../zeek-worker@.service
├── zeek-worker@1.service.d
│   └── 10-zeek-systemd-generator.conf
├── zeek-worker@2.service.d
│   └── 10-zeek-systemd-generator.conf
└── zeek-worker@.service



zeek-systemd-generator and zeek.conf
$ cat /run/systemd/generator/zeek-worker@.service
[Unit]
Description=Zeek Worker %i
SourcePath=/opt/zeek-dev-prod/etc/zeek/zeek.conf
After=zeek-setup.service
After=zeek-manager.service
After=zeek-logger@.service
After=zeek-proxy@.service
StopPropagatedFrom=zeek.target
StartLimitIntervalSec=0

[Service]
SyslogIdentifier=zeek-worker-%i
Type=exec
Nice=0
MemoryMax=1024M
User=zeek
Group=zeek
WorkingDirectory=/opt/zeek-dev-prod/var/spool/zeek/worker-%i
ReadWritePaths=/opt/zeek-dev-prod/var/spool/zeek/worker-%i 
CapabilityBoundingSet=CAP_NET_RAW
AmbientCapabilities=CAP_NET_RAW
Environment=PATH=/opt/zeek-dev-prod/bin:/usr/local/bin:/usr/bin:/bin
Environment=ZEEKPATH=/opt/zeek-dev-prod/var/spool/zeek/generated-scripts:/opt/zeek-dev-prod/share/zeek:/opt/zeek-dev-prod/share/zeek/po
licy:/opt/zeek-dev-prod/share/zeek/site:/opt/zeek-dev-prod/share/zeek/builtin-plugins
Environment=CLUSTER_NODE=worker-%i
ExecStart=/opt/zeek-dev-prod/bin/zeek -i ${INTERFACE} policy/misc/systemd-generator -C local frameworks/cluster/backend/zeromq
Slice=zeek-workers.slice
Restart=always
RestartSec=1



systemd in a container?!



systemd in a container?!

https://developers.redhat.com/blog/2019/04/24/how-to-run-systemd-in-a-container
https://github.com/j8r/dockerfiles/tree/master/systemd/debian
https://systemd.io/CONTAINER_INTERFACE/
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/10/html/building_running_and_managing_containers/types-of-container-images#understanding-the-ubi-init-images

https://developers.redhat.com/blog/2019/04/24/how-to-run-systemd-in-a-container
https://github.com/j8r/dockerfiles/tree/master/systemd/debian
https://systemd.io/CONTAINER_INTERFACE/
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/10/html/building_running_and_managing_containers/types-of-container-images#understanding-the-ubi-init-images


The zeek/zeek-demo repository

● Docker/Podman compose
● Zeek
● Prometheus, Grafana, Loki

UDP-based traffic mirroring using 
gopacket-based capture-fwd tool:

$ taskset -c 0 ./capture-fwd -debug \
  -i wlp0s20f3 \
  -encap vxlan \
  -destIp 127.0.0.1 \
  -destPort 4789

Time for a demo?

# docker-compose-udp/compose.yaml
services:
  zeek:
    build:
      context: ../containers/zeek-systemd-udp
      dockerfile: Dockerfile

    # The Zeek container uses systemd inside. Using privileged: true
    # is the easiest to make this "just work with Docker. The Zeek
    # processes launched by systemd are unprivileged.
    privileged: true
    stop_signal: SIGRTMIN+3
    stop_grace_period: 30s
    tty: true
    environment:
      - container=docker
    tmpfs:
      - /run
      - /tmp

    # Bind-mount the etc/zeek directory for the configuration.
    volumes:
      - ./etc/zeek:/usr/local/zeek/etc/zeek

    # Port forwarding for VXLAN encapsulated mirror traffic on the standard
    # port. By default, Docker uses a proxy process to forward packets. Put
    # the following into /etc/docker/daemon.json to use the kernel instead:
    #
    #     "userland-proxy": false
    #
    # This avoids packet reordering caused by the proxy process and its
    # threads moving between processes.
    ports:
      - "127.0.0.1:4789:4789/udp"
    networks:
      - monitoring
      - telemetry

https://github.com/zeek/zeek-demo/
https://github.com/zeek/zeek-demo/tree/main/capture-fwd


Zeek Nodes as Kubernetes Nodes?



Zeek Nodes as Kubernetes Nodes?



Zeek Nodes as Kubernetes Nodes?

$ kubectl label node sensor-01 \
    node.zeek.org/profile=standalone
$ kubectl label node sensor-02 \
    node.zeek.org/profile=standalone
$ kubectl label node sensor-03 \
    node.zeek.org/profile=standalone

$ kubectl set image daemonset/zeek-standalone \
    zeek=ghcr.io/awelzel/zeek-dev-systemd-udp:8.1.1



Zeek Nodes as Kubernetes Nodes?
---
apiVersion: v1
kind: ConfigMap
metadata:
  name: zeek-standalone-config
  namespace: zeek
data:
  zeek.conf: |
    interface = af_packet::eth0
    workers = 2

---
apiVersion: apps/v1
kind: DaemonSet
metadata:
  name: zeek-standalone
  namespace: zeek
spec:
  selector:
    matchLabels:
      app: zeek-standalone
  template:
    metadata:
      labels:
        app: zeek-standalone

    spec:
      nodeSelector:
        node.zeek.org/profile: standalone

      # Allow sniffing on the host network.
      hostNetwork: true
      dnsPolicy: ClusterFirstWithHostNet

      containers:
        - name: zeek
          image: 
ghcr.io/awelzel/zeek-dev-systemd-udp:latest
          command: ["/sbin/init"]
          securityContext:
            privileged: true
          volumeMounts:
            - name: zeek-config
              mountPath: /usr/local/zeek/etc/zeek/zeek.conf
              subPath: zeek.conf
      volumes:
        - name: zeek-config
          configMap:
            name: zeek-standalone-config

$ kubectl apply -f zeek-standalone.yaml
$ kubectl label node sensor-01 node.zeek.org/profile=standalone



Questions / Discussion

arne.welzel@corelight.com


