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Corelight Open NDR | Powerful network data generation for ACDI
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● DPI for PQC-enabled protocols
● Full metadata extraction for SSL/TLS
● Capture crypto capabilities exchange 

as well as chosen ciphers
● Maps all RFC ciphers/curves
● Powerful protocol, service, and 

application discovery
● Works across all ports (DPD)

● Flexible export for integration with 
existing SIEM/analytics workflows

● Compact data for long-term storage 
and inventory

● Easy to create dashboards and feed 
other inventory systems

● Unique connection identification to 
tie application/service to crypto data



Zeek | Powerful network data generation for ACDI
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● DPI for PQC-enabled protocols
● Full metadata extraction for SSL/TLS
● Capture crypto capabilities exchange 

as well as chosen ciphers
● Maps all RFC ciphers/curves
● Powerful protocol, service, software 

discovery
● Works across all ports (DPD)

● JSON export for integration with 
existing SIEM/analytics workflows

● Compact data for long-term storage 
and inventory

● Easy to create dashboards and feed 
other inventory systems

● Unique connection identification to 
tie service to crypto data
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Dashboard example - PQC Inventory (live research data)
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Dashboard example - SSH PQC Inventory
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Dashboard example - SSL/TLS overview
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Example PQC inventory log

Client IP Server IP Chosen curve Client offered curves

● Flexible scripting allows creation of custom logs to handle crypto inventory.  Example includes:
○ Summary of Client + Server IPs, TLS version, chosen crypto and client offers

■ policy/protocols/ssl/ssl-log-ext.zeek
○ Link to additional metadata and protocol logs for every connection
○ Optionally add JA3/JA3S/JA4 hashes
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Native IPv6 support
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SSL/TLS log

● Comprehensive logging for all SSL/TLS metadata including negotiated ciphers and curves, key 
lengths, and more

● Includes history field with full TLS transaction/negotiation details
● Out-of-band validation status included
● All RFC compliant PQC ciphers currently included, extensible to any ciphers
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SSH log

● Identification of the client and server version strings
● Identification of the encryption, signing (MAC), compression, key exchange and server host key 

algorithms
● Display of the server’s key fingerprint for future correlation
● Optional logging of HASSH fingerprints for client and server (PQC ready)
● Extension of Crypto Inventory script can include additional SSH protocol specific details

 

PQC algoClient IP Server IP
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https://github.com/corelight/hassh
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x509 log

● Full certificate information including fingerprint, certificate subject, issuer, validity dates, 
algorithms, key types + lengths, curves and subject alternative name information

● Use for application and cryptographic inventory and to correlate to established network 
connections
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Connection (conn) log

● Basic connection metadata + protocol, service, and application information
● Use to generate inventory information using IP, port, service and other details
● Protocol and services are identified regardless of port based on dynamic protocol detection 

(DPD)
● Unique identifier (UID) ties to other logs including protocol specifics

 

connection detailsClient IP Server IP

20

Protocol, 
Service and 
application
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Future needs from Zeek
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∙ Improvements to identification (translation of numerical identifier to human 
readable name) of PQC cipher suites and curves

∙ Faster and/or dynamic input for PQC cipher suites and curves
∙ Exploration of additional log enhancements and additions to facilitate specific 

protocol requirements (i.e. what else can we find?)
∙ Exploration of TLS 1.3 / ECH implications on ACDI
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Q & A
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