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Network fingerprinting?
---[  Phrack Magazine   Volume 8, Issue 54 Dec 25th, 1998, article 09 of 12

-------------------------[  Remote OS detection via TCP/IP Stack FingerPrinting

--------[  Fyodor <fyodor@dhp.com> (www.insecure.org) October 18, 1998

----[  ABSTRACT

This paper discusses how to glean precious information about a host by querying
its TCP/IP stack.  I first present some of the "classical" methods of
determining host OS which do not involve stack fingerprinting.  Then I
describe the current "state of the art" in stack fingerprinting tools.  Next
comes a description of many techniques for causing the remote host to leak
information about itself.  Finally I detail my (nmap) implementation of this,
followed by a snapshot gained from nmap which discloses what OS is running on
many popular Internet sites.



Source: Bugtraq mailing list archive

https://seclists.org/bugtraq/2000/Jun/141


IEEE Transactions on Dependable and Secure Computing ( Volume: 2, Issue: 2, April-June 2005)

https://doi.org/10.1109/TDSC.2005.26


Fingerprint - definition

• A fingerprint means different things depending on context


• Hash value uniquely identifying a file/datum


• Value uniquely identifying a set of operating systems or programs


• Value uniquely identifying a specific system


• Passive network fingerprinting - typically set of systems/programs



Motivation

• Threat hunting


• Identifying commonalities between connections can be very helpful


• Unique/unusual fingerprints can be worthwhile investigating


• Mismatch detection in controlled environments


• Data enrichment



Picture: Agence Olloweb @ Unsplash

What to fingerprint?



Retrieved from web.archive.org

https://web.archive.org/web/20240417195723/https://blog.squarelemon.com/tls-fingerprinting/
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Fingerprinting - TLS
• Only need to look at first packet of connection, can be done statelessly


• Majority of Internet traffic


• Diverse set of client software


• OpenSSL, GnuTLS, Schannel, NSS, go crypto/tls


• Lots of ways to configure the protocol


• Payload is encrypted, so not directly usable


• Lots of unencrypted header data with lots of variability


• Depending on used TLS version
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Number of TLS Flows: 
67.5% (August 2020, large enterprise network) 
78.8% (March 2022, large research facility)  

Source: GGFAST: Automating Generation of Flexible Network Traffic Classifiers, Jilien Piet, Dubem Nwoji, Vern 
Paxson, ACM SIGCOMM '23: Proceedings of the ACM SIGCOMM 2023 Conference (September 2023)

http://%EE%80%BCps://doi.org/10.1145/3603269.3604840
http://%EE%80%BCps://doi.org/10.1145/3603269.3604840


Fingerprinting TLS - JA3
• TLS client (and later TLS server) fingerprint


• Creates short MD5-based hash from client hello


• Widespread


• BSD licensed


• Doesn’t deal with new randomisation approaches


• No longer maintained -> New version - JA4

https://github.com/salesforce/ja3

https://github.com/salesforce/ja3


JA3

Length:
195 key_share supported 

versions
signature 

algorithms
ec point 
formats

supported 
groups

extended 
master 
secret

alpn

Handshake 
Type:

Client Hello

Version:
1.2

Length:
195 Random Session ID Cipher 

Suites
Compression 

Methods Extensions

client_helloType:
Handshake

Version:
1.2

Length:
199

https://github.com/salesforce/ja3

https://github.com/salesforce/ja3


JA4

Length:
195 key_share supported 

versions
signature 

algorithms
ec point 
formats

supported 
groups

server 
name alpn

Handshake 
Type:

Client Hello

Version:
1.2

Length:
195 Random Session ID Cipher 

Suites
Compression 

Methods Extensions

client_helloType:
Handshake

Version:
1.2

Length:
199

https://github.com/FoxIO-LLC/ja4



Fingerprinting TLS - JA4
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Fingerprinting - JA4+
• Suite of Fingerprints for different protocols


• TLS Client Fingerprints (JA4)


• TLS Server Fingerprints (JA4S)


• HTTP Client Fingerprints (JA4HTTP)


• Client to Server/Server to Client Latency (JA4L/JA4LS)


• SSH (JA4SSH)


• TCP Client/Server (JAT/JA4TS)


• DHCP/DHCPv6 (JA4D/JA4DS)


• Proprietary license & patented. JA4 TLS Client Fingerprints BSD Licensed.

https://github.com/FoxIO-LLC/ja4



Mercury Network Protocol Fingerprinting
• Fingerprints for a range of network protocols


• TCP


• TLS/DTLS


• QUIC


• HTTP


• OpenVPN


• STUN


• BSD Licensed


• Technical specification, plus reference implementation

https://github.com/cisco/mercury
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Mercury Network Protocol Fingerprinting
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Extension content captured: 
• Max fragment length 
• Status request 
• Client authz 
• Server authz 
• Cert type 
• Supported groups 
• EC Point Formats 
• Signature Algorithms 
• Heartbeat 
• ALPN 
• Token binding 
• Token binding (old) 
• Compress certificate 
• Record size limit 
• Supported versions 
• PSK key exchange modes 
• Signature algorithms cert

https://github.com/cisco/mercury



Mercury TLS Fingerprint

tls/2/(0303)(0a0a130213031301c02cc02bcca9c030c02fcca8c00ac009c014c013009d009c0035002fc008c012000a)
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Mercury TLS Fingerprint

tls/fingerprint version/(tls version)(tls ciphersuites)[tls extensions, some with data]



Mercury Network Protocol Fingerprinting
• Specifically designed to allow several different kinds of matching:


• Exact matches - use hash function on the fingerprint, compare


• Prefix matches - for potentially truncated messages


• Approximate matching - edit distance


• Partial matching


• Protocols chance - supports versioning


• Data driven design

https://github.com/cisco/mercury



Other fingerprinting techniques
• Other protocols


• DHCP Fingerprinting


• HTTP/2 (Akamai)


• DNS


• Sequencing/timing based analysis (e.g. GGFast)


• Packet Size Analysis



Implementation
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zkg install corelight/zeek-mercury-npf



Result
$ zeek -C -i en0 packages  
$ jq < ssl.log 
{

  "ts": 1768317104.777162,

  "uid": "CinFi6oNIdj92KzO",

  "id.orig_h": “2a02:8010:…”,

  "id.orig_p": 53099,

  "id.resp_h": "2a00:1450:4009:c19::6c",

  "id.resp_p": 993,

  "version": "TLSv12",

  "cipher": "TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",

  "curve": "secp256r1",

  "server_name": "imap.gmail.com",

  "resumed": false,

  "established": true,

  "ssl_history": "CsxknGIi",

  "cert_chain_fps": [

    "4586f09f50b122d698c7ae55deb5ea8e06f56a0bb8844cfd6b9d084893ebc515",

    "e6fe22bf45e4f0d3b85c59e02c0f495418e1eb8d3210f788d48cd5e1cb547cd4",

    "3ee0278df71fa3c125c4cd487f01d774694e6fc57e0cd94c24efd769133918e5"

  ],

  "client_cert_chain_fps": [],

  "sni_matches_cert": true,

  "npf": "tls/(0303)(00ffc02cc02bc024c023c00ac009c008c030c02fc028c027c014c013c012009d009c003d003c0035002f000a)((0000)
(000a00080006001700180019)(000b00020100)(000d0012001004010201050106010403020305030603)(000500050100000000)(0012)(0017))"

}



Summary
• Fingerprints are a useful building block


• Valuable in nearly every scenario


• Many different applications - threat hunting, enrichment, policy enforcement


• The difference between fingerprints often is granularity


• Network protocols keep evolving


• High quality ground truth is not readily available 


