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Hi, I’m Christian
Zeek project tech lead
Recovering academic

I work at Corelight



Zeek is many things ...

Software

Open-source 
project

Community



... I'll largely focus on our code.
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So, what is Zeek?
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Pivot into PCAP files 
via Zeek’s event timestamps. 

Monitor self-signed, expired, or 
soon-to-expire, SSL certs via Zeek’s 

ssl.log

Threat Hunting & Incident 
Response

Threat Detection Monitoring & Operations

Detect lateral movement by 
illuminating 

suspicious east-west traffic. 

Verify containment by doing  
post-breach traffic monitoring.

Flag unencrypted email transmissions 
 via Zeek’s smtp.log

Detect ransomware by monitoring 
unusual file entropy increases (i.e. 

encryption)

Reduce alert backlogs by finding
and filtering out false positives.

Inventory network-connected devices 
& software without installing host 

agents. 

Detect common network services 
running on non-standard ports. 

Identify all hosts that downloaded 
a malware file via Zeek’s files.log.

Monitor the use of Russian 
character set keyboards in your 
environment via Zeek’s rdp.log.

Detect beaconing activity by streaming 
Zeek logs to Real Intelligence Analytics 

(RITA).



We enable defenders:
 

 Solid network evidence
Powerful toolchain

Pervasive extensibility
 

We do not build detections.
rarely



The state of what Zeek does: 

👍👍👍



What are we really 

building? And how?



Zeek

zeekscript
& LSP server

 

Language 
tooling

zkg
  

Package 
manager

Spicy
 

A modern 
parser 

generator

Broker
 

Message 
broker & 
bindings

zeekctl & 
zeek-client

 

Cluster 
managers

zeek-agent
 

Portable, 
host-based 

context

● DSL for syntax & 
semantics of 
protocols

● Compiles to C++
● Designed for 

streamed data
● Not tied to Zeek

● Topic-based 
pub/sub

● Telemetry & 
storage

● WebSocket layer
● Python & Go 

bindings

● Zeek eventing    
for host-based 
activity
● Processes, open 

sockets, users, …
● Linux, Mac & 

Windows

● 240+ packages
● NIC support
● Log writers
● Functional add-ons

● Log extensions
● Storage I/O
● File extraction

● Protocol analyzers
● ICS, QUIC, VPNs, … 

● Behavioral analyses
● Detections

● Two dozen+ CVEs 
since 2020



That's a lot.



Meet the main Zeek developers



Meet the main Zeek developers

Arne
Welzel Benjamin

Bannier

Christian 
Kreibich

Evan
Typanski

Johanna
Amann

Tim 
Wojtulewicz

Dominik
Charousset

Robin 
Sommer



That's a lot.
Too MUCH













The state of what and how 

we build: 

👍👍👍



Beyond building stuff



Product 
Management

Customer 
Support

Marketing / 
Outreach

Research Engineering
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The State of Zeek's 

engineering organization: 

👍👍👍



We need you!
 

This is an exciting time for Zeek.
This community is unique.

Tell us what is good, and what is not.
If you cannot tell us, tell us that. :-)



Share feedback
🍪    Tell us your use cases
🍪    File new GitHub issues — don't be shy
🍪    Comment on existing ones, PRs, proposals, Slack threads
🍪    Speak up on Discourse or start a GitHub Discussion

Contribute code
🍪    See our GitHub Wiki for processes & contribution guide
🍪    Find tickets to work on (“good first issue” tag), or just ask
🍪    Have larger ideas? Sync up early and we’ll help guide

Not a coder? Not a problem!
🍪    Help other users
🍪    Help test! We need more live testing environments
🍪    Help the documentation & training teams



Thanks!
Documentation

https://docs.zeek.org

Community links
https://zeek.org/community

Github project
https://github.com/zeek

Project wiki
https://github.com/zeek/zeek/wiki

https://docs.zeek.org
https://zeek.org/community
https://github.com/zeek
https://github.com/zeek/zeek/wiki/

