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e0e® M http-single-conn.pcap

"ts": 629503200 e Rble=EF2lLIEAAAT
Y [ -]+
My d o Nl CJ b h No. Time Source Srch Destination Dstp Protocol Length  [Info
uli . KFOJ 4 pH E Tea RO J = 1 629503200.000000 10.0.0.1 51889 192.168.0.1 80 T 54 51889 - 80 [SYN] Seq=0 Wil
ne . 1 n 2 629503200.000010 192.168.0.1 80 10.0.0.1 51889 Tcp 54 80 - 51889 [SYN, ACK] Seq: 8192 Len=0
1d &5 orlg h 16 5 0 5 0 . 1 ’ 3 629503200.000020 10.0.0.1 51889 192.168.0.1 80 TcP 54 51889 - 80 [ACK] Seq=1 Ack=1 Win=8192 Len=0
% = 4 629503200.000030 10.0.0.1 51889 192.168.0.1 80 HTTP 72 GET / HTTP/1.1
n 1d ori 1] 51889 5 629503200.000040 192.168.0.1 80 10.0.0.1 51889 Tcp 54 80 - 51889 [ACK]
o g_p (] 6 629503200.000050 192.168.0.1 80 10.0.0.1 51889 TP 85 80 - 51889 [ACK]
ns n n " 7 629503200.000060 10.0.0.1 51889 192.168.0.1 80 TP 54 51889 - 80 [ACK]
1d . resp h 192 5 168 5 0 . 1 8 620503200.000070 192.168.0.1 80 10.0.0.1 51889 TP 1456 80 - 51889 [ACK]

-— I 9 629503200.000080 10.0.0.1 51889 192.168.0.1 80 Tcp 54 51889 - 80 [ACK] Seq=19 Ack=1434 Win=8192 Len=0
na d n 89 10 629503200.000090 192.168.0.1 80 10.0.0.1 51889 Tcp 1456 80 - 51889 [ACK] 434 Ack=19 Win=8192 Len=1402
id. resp_p I 11 629503200.000100 10.0.0.1 51889 192.168.0.1 80 Tcp 54 51889 - 80 [ACK] Win=8192 Len=0

12 629503200.000110 192.168.0.1 80 10.0.0.1 51889 Tcp 1456 80 - 51889 [ACK] 192 L
L] proto" : n t Cp ! 13 629503200.000120 10.0.0.1 51889 192.168.0.1 80 Tcp 54 51889 - 80 [ACK]
I 14 629503200.000130 192.168.0.1 80 10.0.0.1 51889 TP 1456 80 - 51889 [ACK]
n Q Ie h 1 15 629503200.000140 10.0.0.1 51889 192.168.0.1 80 TP 54 51889 - 80 [ACK]
service" . ttp r 16 629503200.000150 192.168.0.1 80 10.0.0.1 51889 Tcp 1456 80 - 51889 [ACK] 640 Ack=19
5 10.0.0. 1 .168.0. 1889 - ck=
. 17 629503200.000160 10.0.0.1 51889 192.168.0.1 80 TP 54 51889 - 80 [ACK] 9 Ack=7042
"duratlon LI @ 00@25999546651@2539 18 629503200.000170 192.168.0.1 80 10.0.0.1 51889 Tcp 1456 80 - 51889 [ACK] 042 Ack=19
O O (] 19 629503200.000180 10.0.0.1 51889 192.168.0.1 80 TP 54 51889 - 80 [ACK] 9 Ack=8444
n Q o 20 629503200.000190 192.168.0.1 80 10.0.0.1 51889 Tcp 1456 80 - 51889 [ACK] 444 Ack=19
orlg_bytes 18 7 21 629503200.000200 10.0.0.1 51889 192.168.0.1 80 TP 54 51889 - 80 [ACK] 9 Ack=9846
22 629503200.000210 192.168.0.1 80 10.0.0.1 51889 Tcp 1456 80 - 51889 [ACK]
Ilresp bytes 12649 23 629503200.000220 10.0.0.1 51889 192.168.0.1 80 T 54 51889 - 80 [ACK] i
- ] 24 629503200.000230 192.168.0.1 80 10.0.0.1 51889 TP 1456 80 - 51889 [ACK] Seq=11248 Ack=19 Win=8192 Len=14¢
n n n 25 629503200.000240 10.0.0.1 51889 192.168.0.1 80 Tcp 54 51889 - 80 [ACK] Seq=19 Ack=12650 Win=8192 Len=0
conn state SF M 26 629503200.000250 10.0.0.1 51889 192.168.0.1 80 TP 54 51889 - 80 [FIN, ACK] Seq=19 Ack=12650 Win=8192 Le
= s 27 629503200.000260 192.168.0.1 80 10.0.0.1 51889 HTTP 54 HTTP/1.1 200 OK
n local Orlg tru e 28 629503200.000270 10.0.0.1 51889 192.168.0.1 80 TP 54 51889 - 80 [ACK] Seq=20 Ack=12651 Win=8192 Len=0
-— I
n 1 1 °
ocal_resp": true,
1 1 d b e e Frame 1: 54 by
: ytes on wire (432 bits), 54 bytes captured (432 bits)
misse - ytes ® I Ethernet II, Src: 02:2a:00:00:00:01 (o: 00:00:00:01), Dst: 02:bb:00:00:00:00 (02:bb:00:00:00:00)
"h o 1 ShAD de| Internet Protocol Version 4, Src: 10.0.0.1, Dst: 192.168.0.1
lstory . a Il Transmission Control Protocol, Src Port: 51889, Dst Port: 80, Seq: 0, Len: @
"orig_pkts": 15
- I
] 5 1 b ne 418
orig_1ip_bytes": 618,
02 bb 00 00 00 00 62 aa 00 00 00 01 08 00 45 00 E
"resp pkts": 13 00 28 00 01 00 00 40 06 b0 25 0a 00 00 01 O a8 (.- -@ ‘%
- I 90 01 ca bl 00 50 00 00 03 e8 00 00 00 00 50 02 P [
n . b n 20 00 6 de 00 00 N
.
resp_1ip_bytes 13169
O 7 http-single-conn.pcap Packets: 28 - Displayed: 28 (100.0%) Profile: Default
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Protocol in conn.log — What changed? corelight
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o0 e M http-single-conn-2323.pcap

aaqer

"ts 629503200,
"uid": "CJKFoj4bpHEhTeaRoj "1 Ga9503200.000000 20.6.0.1 Siass  1o2.168.0.1 St s S

192.168.0. 51889 - 2323 [SYN] Seq=@ Win=8192 Len=0

ne . 1 " 2 629503200.000010 192.168.0.1 2323 10.0.0.1 51889 TCP 2323 -~ 51889 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=¢
1d &5 orlg_h o 16 5 0 5 0 . 1 ’ 3 629503200.000020 10.0.0.1 51889 192.168.0.1 2323 Tcp

51889 - 2323 [ACK] Seq=1 Ack=1 Win=8192 Len=0
= 4 629503200.000030 10.0.0.1 51889 192.168.0.1 2323 HTTP GET / HTTP/1.1
n 1d ori |1} 51889 5 629503200.000040 192.168.0.1 2323 10.0.0.1 51889 TP

o g_p (] 6 620503200.000050 192.168.0.1 2323 10.0.0.1 51889 TP

2323 - 51889 [ACK]

ns n " 7 629503200.000060 10.0.0.1 51889  192.168.0.1 2323 Tcp 51889 - 2323 [ACK]

1d . resp h 192 168 0 1 8 629503200.000070 192.168.0.1 2323 10.0.0.1 51889 T 1456 2323 - 51889 [ACK]
— C 0\Yo ]

@ N vl
LN EREE

9 Win=8192 Lel

®
&

2323 - 51889 [ACK]

@
£

9 629503200.000080 10.0.0.1 51889 192.168.0.1 2323 TP 54 51889 - 2323 [ACK] Seq=19 Ack=1434 Win=8192
na d 2323 10 629503200.000090 192.168.0.1 2323 10.0.0.1 51889  TCP 1456 2323 - 51889 [ACK] 434 Ack=19 Win=8192
1d. resp_p ’ 11 629503200.000100 10.0.0.1 51889 192.168.0.1 2323 TP 54 51889 - 2323 [ACK] Seq=19 Ack=2836 Win=8192
12 629503200.000110 192.168.0.1 2323 10.0.0.1 51889  TCP 1456 2323 - 51889 [ACK] Seq=2836 Ack=19 Win=8192
L] proto n : n t (¢ p ! 13 629503200.000120 10.0.0.1 51889 192.168.0.1 2323 Tcp 54 51889 -+ 2323 [ACK] Seq=19 Ack=4238 Win=8192
I 14 629503200.000130 192.168.0.1 2323 10.0.0.1 51889  TCP 1456 2323 - 51889 [ACK] Seq=4238 Ack=19 Win=8192
n Q Ie h 1 15 629503200.000140 10.0.0.1 51889 192.168.0.1 2323 TP 54 51889 - 2323 [ACK] Seq=19 Ack=5640 Win=8192
service" . S p r 16 629503200.000150 192.168.0.1 2323 10.0.0.1 51889  TCP 1456 2323 - 51889 [ACK] Seq=5640 Ack=19 Win=8192
. 17 629503200.000160 10.0.0.1 51889 192.168.0.1 2323 TP 54 51889 - 2323 [ACK] Seq=19 Ack=7042 Win=8192
"duratlon LI @ @0@2599954665 1@2539 18 629503200.000170 192.168.0.1 2323 10.0.0.1 51889 TCP 1456 2323 - 51889 [ACK] 042 Ack=19 Win=8192
O O (] 19 629503200.000180 10.0.0.1 51889 192.168.0.1 2323 TP 54 51889 - 2323 [ACK] 9 Ack=8444 Win=8192
n Q o 20 629503200.000190 192.168.0.1 2323 10.0.0.1 51889  TCP 1456 2323 - 51889 [ACK] 444 Ack=19 Win=8192
orlg_bytes 18 7 21 629503200.000200 10.0.0.1 51889 192.168.0.1 2323 TP 54 51889 - 2323 [ACK] 9 Ack=9846 Win=8192
22 629503200.000210 192.168.0.1 2323 10.0.0.1 51889  TCP 1456 2323 - 51889 [ACK]
1 resp bytes 12649 23 629503200.000220 10.0.0.1 51889 192.168.0.1 2323 TP 54 51889 - 2323 [ACK]
- ] 24 629503200.000230 192.168.0.1 2323 10.0.0.1 51889 TCP 1456 2323 - 51889 [ACK] Seq=11248 Ack=19 Win=8192 Len=1
n n n 25 629503200.000240 10.0.0.1 51889 192.168.0.1 2323 Tcp 54 51889 - 2323 [ACK] Seq=19 Ack=12650 Win=8192 Len=e
conn State S F M 26 629503200.000250 10.0.0.1 51889  192.168.0.1 2323 T 54 51889 - 2323 [FIN, ACK] Seq=19 Ack=12650 Win=8192
= s 27 629503200.000260 192.168.0.1 2323 10.0.0.1 51889  HTTP 54 HTTP/1.1 200 OK
n 1 1 28 620503200.000270 10.0.0.1 51889 192.168.0.1 2323 TP 54 51889 - 2323 [ACK] Seq=20 Ack=12651 Win=8192 Len=¢
ocal_orig true,
n 1 1 °
ocal_resp": true,
1 1 d b t e @ Frame 1: 54 by
: ytes on wire (432 bits), 54 bytes captured (432 bits)
misse - y es”. I Ethernet II, Src: 02:2a:00:00:00:01 (02:22:00:00:00:01), Dst: 02:bb:00:00:00:00 (02:bb:00:00:00:00)
"h o 1 ShAD de| Internet Protocol Version 4, Src: 10.0.0.1, Dst: 192.168.0.1
lstory . a Il Transmission Control Protocol, Src Port: 51889, Dst Port: 2323, Seq: 0, Len: @
"orig_pkts": 15
- I
] 5 1 b ne 418
orig_1ip_bytes": 618,
n n 02 bb 00 00 00 00 62 aa 00 00 00 01 08 00 45 00 E
resp pkts s 13 00 28 00 01 00 00 40 06 b0 25 0a 00 00 01 O a8 (- - -@ %
- I 00 01 ca bl 09 13 00 00 03 e8 00 00 00 00 50 02 [
n . n 20 0 ed 8b 00 00
resp_ip_bytes": 13169
O 7 http-single-conn-2323.pcap Packets: 28 - Displayed: 28 (100.0%) Profile: Default
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Application Protocol Identification
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"ts": 629503200,

"uyid": "CJKFoj4bpHEhTeaRoj",
"jd.orig_h": "10.0.0.1",
"jd.orig_p": 51889,
"jd.resp_h": "192.168.0.1",
"jd.resp_p": 2323,

"proto“: "'th" ,

"service": "http",
"duration": 0.0002599954605102539,
"orig_bytes": 18,
"resp_bytes": 12649,
"conn_state": "SF",
"local_orig": true,
"local_resp": true,
"missed_bytes": 0,
"history": "ShADadFf",
"orig_pkts": 15,
"orig_ip_bytes": 618,
"resp_pkts": 13,
"resp_ip_bytes": 13169,
"jp_proto": 6

8 www.corelight.com

Dynamic Protocol Detection (DPD)
— Trial and Error approach
* Justrun every analyzer?
@ too resource intensive!

Attach analyzers based on heuristics
+ Port-based
Well-known/registered ports (e.g., 80 for HTTP)
+ Content-based
Look for expected patterns (e.g., HTTP Methods)

W@ Dynamic Application-Layer Protocol Analysis for
Network Intrusion Detection

(_ corelight
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https://www.usenix.org/legacy/event/sec06/tech/full_papers/dreger/dreger.pdf
https://www.usenix.org/legacy/event/sec06/tech/full_papers/dreger/dreger.pdf

DPD: Signature Matching

(_ corelight
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» Challenge: Signature sensitivity

+ Pattern accuracy — specific vs. lax
* Require matches in originator and responder direction?
(requires-reverse-signature)

signature dpd_http_client {
ip-proto == tcp
payload /~[[:space:]]*(OPTIONS |GET|HEAD|POST|PUT
tcp-state originator
enable "http"
}

signature dpd_http_server {
ip-proto == tcp
payload /~HTTP\/[0-9]/
tcp-state responder
enable "http"

}

scripts/base/protocols/http/dpd.sig

9 www.corelight.com

GET /index.html

HTTP/1.0 200 OK
Hello World!

CUSTOMMETHOD /index.html HTTP/1.1

HTTP/1.1 200 OK
Hello customized World!

C corelight
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https://github.com/zeek/zeek/blob/master/scripts/base/protocols/http/dpd.sig

DPD: Signature Matching ( corelight

OPEN SOURCE

» Challenge: Signature sensitivity
+ Pattern accuracy — lax vs. specific GET /index.html
Require matches in originator and responder direction HTTP/1.0 200 OK
(requires-reverse-signature) Hello World!

« Content buffered to replay on signature match
- dpd_buffer_size = 1024 CUSTOMMETHOD /index.html HTTP/1.1
* dpd_max_packets = 100 HTTP/1.1 200 OK
- DPD stops if buffer is exhausted Wl cosmmnlaed Harlid

POST /index.html HTTP/1.1
Content-Type: application/octet-stream
Content-Length: 64000

Data...

HTTP/1.1 200 OK
Finally, hello World!
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DPD: Trial and Error
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Dynamic Protocol Detection (DPD)

"ts": 629503200,

"uyid": "CJKFoj4bpHEhTeaRoj",
"jd.orig_h": "10.0.0.1",
51889,
"192.168.0.1",
233 *

"jd.orig_p":
"jd.resp_h":
"jd.resp_p":
"proto":
"service":
"duration": O.
"orig_bytes":
"resp_bytes":
"conn_state":
"local_orig":
"local_resp":

"missed_bytes": 0,
"history": "ShADadFf",
"orig_pkts": 15,
"orig_ip_bytes": 618,
"resp_pkts": 13,
"resp_ip_bytes": 13169,

"jp_proto": 6

www.corelight.com

— Trial and Error approach
Run all potential analyzers in parallel

Analyzers run in trial mode until
Confirmation — service field set in conn.log

"tep", + Violation — Analyzer is detached
"http", + Confirmed analyzers are detached upon violation
0002599954605102539, .
18 . ) .

! ¢ Protocol is kept in n .1 “~ao
12649, i ptin service in conn.log Chan ~—
"SF", H z ge in\
true *~ 5ek72 "

. Protocol i P
true, confirmation
Protocol
violation
Protocol
violation Detached
(_ corelight
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DPD: Trial and Error corelight
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« L Protocol-specific log generation independent of

"ts": 629503200, .
"uid": "CJKFoj4bpHEhTeaRoj", confirmation
"jd.orig_h": "10.0.0.1", o ; _
D B, Configurable cut-offs
"jd.resp_h": "192.168.0.1", *
"jd.resp_p": 2323,
UDEOtOL TG DA * DPD::ignore_violations: set[Analyzer::Tag] = set()
"service": "http", * DPD::ignore_violations_after = 10 * 1024
"duration": 0.0002599954605102539,
"orig_bytes": 18, —-—
"resp_bytes": 12649, /Ch;;"“‘~
"conn_state": "SF", . Ze 8e inY
"local_orig": t = €‘k7-2

- g ¢ tIue, Protocol i P

"local_resp": true,
"missed_bytes": 0,
"history": "ShADadFf",
"orig_pkts": 15,
"orig_ip_bytes": 618,
"resp_pkts": 13,
"resp_ip_bytes": 13169,
"jp_proto": 6

confirmation

Protocol
violation

Protocol
violation

Detached
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DPD: Trial

corelight

and Error

OPEN SOURCE

"ts": 629503200,
"uyid": "CJKFoj4bpHEhTeaRoj",

"jd.orig_h":
"jd.orig_p":
"jd.resp_h":
"jd.resp_p":
"proto":
"service":

"orig_bytes":

"resp_bytes":
"conn_state":
"local_orig":
"local_resp":
"missed_bytes": 0,

"history": "ShADadFf",

"orig_pkts":

"orig_ip_bytes": 618,

"resp_pkts":

"resp_ip_bytes": 13169,
"jp_proto": 6

www.corelight.com

How to tell an analyzer confirmed and then got detached?

Zeek 5.1 -7.1: Protocol won't show up in service field
Zeek 7.2: Protocol remains in service field

T ORORORSE
51889,
"192.168.0.1",
2323,

Il-tcpll ;
llht-tpll .
"duration": 0.

0002599954605102539,
i3

12649,

||SF|| ,

true,

true,

Protocol
confirmation

a5,

i,

Protocol
violation

Detached

(_ corelight

OPEN SOURCE



DPD: Logs — dpd.log corelight

OPEN SOURCE

* Only generated for violations of previously confirmed analyzers
' Analyzer got detached — no further analysis

"ts": 1669822677.033301,
"uid": "CJKFoj4bpHEhTeaRoj",
"id.orig_h": "192.168.12.5",
"jd.orig_p": 51792,

"jd.resp_h": "192.0.78.212",
"jd.resp_p": 80,

“proto“: "th",

"analyzer": "HTTP",

"failure_reason": "not a http request

Protocol
confirmation

Protocol
violation

Detached

17 | www.corelight.com C/ GUTE|IghT
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DPD: Logs — analyzer.log CUI'E”gm

OPEN SOURCE

« Generated for all protocol violations for all analyzers (incl. file analyzers)
«  Primarily intended for debugging of analyzers in development phase

"ts": 629503200.00015,
"cause": "violation",
"analyzer_kind": "protocol",
"analyzer_name": "SSH",
"uid": "CJKFoj4bpHEhTeaRoj",
"fuid": .

"id.orig_h": "10.0.0.1",

"id.orig_p": 51889,

"id.resp_h": "192.168.0.1",

"jd.resp_p": 22,

"failure_reason": "Binpac exception: binpac exception: invalid index for case: SSH_Key_Exchange: 3",
"failure_data":

Protocol
confirmation

40

19 | www.corelight.com CJ G[]rE“ghT

OPEN SOURCE

* Customizable
* Analyzer::Logging::include_confirmations
* Analyzer::Logging::include_disabling
* Analyzer::Logging::failure_data_max_size
* Analyzer::Logging::ignore_analyzers

I nn
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DPD: Logs — conn.log

corelight

OPEN SOURCE

"ts": 1669822676.914779,
"yid": "CJKFoj4bpHEhTeaRoj",
"id.orig_h": "192.168.12.5",
"id.orig_p": 51792,
"id.resp_h": "192.0.78.212",
"jid.resp_p": 80,
"proto": "tcp",
"service": "http,-http",
"duration": 0.41950106620788574,
"orig_bytes": 71,
"resp_bytes": 699,
"conn_state": "SF",
"local_orig": true,
"local_resp": false,
"missed_bytes": 0,
"history": "ShADadfF",
"orig_pkts": 11,
"orig_ip_bytes": 531,
"resp_pkts": 9,
"resp_ip_bytes": 1071,
"ip_proto": 6,
"failed_service": [
n httpll

]

}

20 | www.corelight.com

New in Zeek 7.2: Keeping track of detached,

previously confirmed analyzers in conn.log
1. Add to service field using “-" prefix

— DPD: :track_removed_services_in_connection = T

2. Add failed_service field

— @load protocols/conn/failed-service-logging

Protocol
confirmation

Protocol
violation

Detached

(_ corelight

OPEN SOURCE



DPD: Example & (_ corelight

OPEN SOURCE

HTTP traffic on port 22 (SSH)

Expectations?

21 | www.corelight.com C/ CUrE“ghT
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DPD: Logs — conn.log ¢ corelight

OPEN SOURCE

« Newin Zeek 7.2: The service field is ordered
nts": 1705192016.281275,

"uid": "CJKFoj4bpHEhTeaRoj", — reflects the order in which protocols got confirmed

“id.orig_h": "127.0.0.1", - Note: Confirmation order does not necessarily reflect
"id.orig_p": 42906, .

nid.resp_h": "127.0.0.1", nesting of protocol layers
"jd.resp_p": 8888,

"prOtO": "th",

"service": "http,websocket,ssh",

"duration": 8.016665935516357,

"orig_bytes": 4117,

"resp_bytes": 2017,

"conn_state": "RSTO",

"local_orig": true,

"local_resp": true,

"missed_bytes": 0,

"history": "ShADadR",

"orig_pkts": 20,

"orig_ip_bytes": 5165,

"resp_pkts": 22,

"resp_ip_bytes": 3169,

"jp_proto": 6

23 | www.corelight.com CJ G[]rE“ghT
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DPD: Speculative Service ? corelight

OPEN SOURCE

« Continuous matching to determine "speculative service"

« Buffering is stopped once DPD-buffer is filled, and data gets deleted
"ts": 629503200,

* @load protocols/conn/speculative-service nyid": "CJIKFoj4bpHEhTeaRoj",
"id.orig_h": "10.0.0.1",
— adds column to co‘nn.'log a1d.orig phs 51R89,
* dpd_match_only_beginning = F "id.resp_h": "192.168.0.1",
! applies to all signatures "id.resp_p": 2323,

* dpd_late match stop = T ugzgtgcé",th !

« No replay & no analyzer attached (resynchronization required) "duration": ©.0010809898376464844,
. "orig_bytes": 2137,

* Independent of previous successful DPD nresp_bytes": 68729,

"conn_state": "SF",
"local_orig": true,
"local_resp": true,
"missed_bytes": 0,

"history": "ShADadFf",
"orig_pkts": 56,
"orig_ip_bytes": 4377,
"resp_pkts": 54,

"resp ip bytes": 70889,
"speculative_service": "http"
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Summary (_ corelight

OPEN SOURCE

Application Protocol Analysis — Dynamic Protocol Detection
«  Trial and error approach using Ports and Signatures L]
«  Trade-offs can be tuned (buffer capacity, violation limit)
. dpd.log and analyzer.log inform about failed attempts

= Zeek implements clever approaches to increase visibility P OO
= Zeek tells you what it “did not understand” Tunneling

NN

>
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Packet Analysis: unknown_protocols.log — Analyzer History ¥ GUTE|IQhT

OPEN SOURCE

« Logs protocol IDs packet analyzers cannot map
— @load policy/misc/unknown-protocols

ngsh: 1342606813.729856, o UnknownProtocol::sampling_threshold = 3
"analyzer": "ETHERNET", — enter sampling mode if (analyzer, ID) pair was seen 3 times
:?‘E""“"‘ TaiEHANARas o UnknownProtocol: :sampling_rate = 100,000
"ts": 1725534240.604223, — in sampling mode log every 100,000 occurrence of an
protosel dd": "ox5e", (analyzer, ID) pair
"first_bytes": "0205e0a9000000000000", o UnknownProtocol::sampling_duration = 1 hr
"analyzer_history": [ . . . .
"ETHERNET", — expire samph.ng after 1 hr without observation of an
"VLAN", (analyzer, ID) pair

"IP",
"GRE",
"IPTUNNEL",
nypn

— New in Zeek 7.1: Analyzer History
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