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Zeek Logs
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Zeek Architecture – Overview
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5



www.corelight.com

Protocol in conn.log – What changed?
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Application Protocol Identification
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• Dynamic Protocol Detection (DPD)
→ Trial and Error approach

• Just run every analyzer?
🥵 too resource intensive!

• Attach analyzers based on heuristics
• Port-based

Well-known/registered ports (e.g., 80 for HTTP)
• Content-based

Look for expected patterns (e.g., HTTP Methods)

📗 Dynamic Application-Layer Protocol Analysis for 
Network Intrusion Detection

https://www.usenix.org/legacy/event/sec06/tech/full_papers/dreger/dreger.pdf
https://www.usenix.org/legacy/event/sec06/tech/full_papers/dreger/dreger.pdf
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DPD: Signature Matching
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• Challenge: Signature sensitivity
• Pattern accuracy → specific vs. lax
• Require matches in originator and responder direction?

(requires-reverse-signature)

GET /index.html

HTTP/1.0 200 OK
Hello World!

CUSTOMMETHOD /index.html HTTP/1.1

HTTP/1.1 200 OK
Hello customized World!

scripts/base/protocols/http/dpd.sig

https://github.com/zeek/zeek/blob/master/scripts/base/protocols/http/dpd.sig
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DPD: Signature Matching
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• Challenge: Signature sensitivity
• Pattern accuracy → lax vs. specific
• Require matches in originator and responder direction?

(requires-reverse-signature)

• Content buffered to replay on signature match
• dpd_buffer_size = 1024
• dpd_max_packets = 100
• DPD stops if buffer is exhausted

GET /index.html

HTTP/1.0 200 OK
Hello World!

CUSTOMMETHOD /index.html HTTP/1.1

HTTP/1.1 200 OK
Hello customized World!

POST /index.html HTTP/1.1
Content-Type: application/octet-stream
Content-Length: 64000

Data...

HTTP/1.1 200 OK
Finally, hello World!
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DPD: Trial and Error
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• Dynamic Protocol Detection (DPD)
→ Trial and Error approach

• Run all potential analyzers in parallel
• Analyzers run in trial mode until

• Confirmation→ service field set in conn.log
• Violation→ Analyzer is detached if threshold crossed 

• Confirmed analyzers are detached upon violation
• Protocol removed from service in conn.log
• Protocol is kept in service in conn.log

Confirmed

Detached

Trial

Protocol
confirmation

Protocol
violation

Protocol
violation

#Protocol
violations <= 5

Changed in Zeek 7.2
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DPD: Trial and Error
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• ⚠ Protocol-specific log generation independent of 
confirmation

• Configurable cut-offs 
• DPD::max_violations:

table[Analyzer::Tag] of count = table() &default = 5
• DPD::ignore_violations: set[Analyzer::Tag] = set()
• DPD::ignore_violations_after = 10 * 1024

Confirmed

Detached

Trial

Protocol
confirmation

Protocol
violation

Protocol
violation

#Protocol
violations <= 5

Changed in Zeek 7.2
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DPD: Trial and Error
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• How to tell an analyzer confirmed and then got detached?
• Zeek 5.1 - 7.1: Protocol won’t show up in service field
• Zeek 7.2: Protocol remains in service field 

Confirmed

Detached

Trial

Protocol
confirmation

Protocol
violation

Protocol
violation

#Protocol
violations <= 5

Changed in Zeek 7.2



www.corelight.com

DPD: Logs – dpd.log
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• Only generated for violations of previously confirmed analyzers
⚠ Analyzer got detached → no further analysis

Confirmed

Detached

Trial

Protocol
confirmation

Protocol
violation

Protocol
violation

#Protocol
violations <= 5
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DPD: Logs – analyzer.log
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• Generated for all protocol violations for all analyzers (incl. file analyzers)
• Primarily intended for debugging of analyzers in development phase

• Customizable
• Analyzer::Logging::include_confirmations = F
• Analyzer::Logging::include_disabling = F
• Analyzer::Logging::failure_data_max_size = 40
• Analyzer::Logging::ignore_analyzers = set()

Confirmed

Detached

Trial

Protocol
confirmation

Protocol
violation

Protocol
violation

#Protocol
violations <= 5
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DPD: Logs – conn.log
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Confirmed

Detached

Trial

Protocol
confirmation

Protocol
violation

Protocol
violation

#Protocol
violations <= 5

• New in Zeek 7.2: Keeping track of detached, 
previously confirmed analyzers in conn.log

1. Add to service field using “-” prefix
→ DPD::track_removed_services_in_connection = T

2. Add failed_service field
→ @load protocols/conn/failed-service-logging1.

2.
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DPD: Example🔬
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HTTP traffic on port 22 (SSH)

Expectations?
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DPD: Logs – conn.log💡
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• New in Zeek 7.2: The service field is ordered
→ reflects the order in which protocols got confirmed

• Note: Confirmation order does not necessarily reflect 
nesting of protocol layers
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DPD: Speculative Service 💡
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• Continuous matching to determine "speculative service"
• Buffering is stopped once DPD-buffer is filled, and data gets deleted
• @load protocols/conn/speculative-service

→ adds column to conn.log
• dpd_match_only_beginning = F
⚠ applies to all signatures

• dpd_late_match_stop = T
• No replay & no analyzer attached (resynchronization required)
• Independent of previous successful DPD
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Application Protocol Analysis → Dynamic Protocol Detection
• Trial and error approach using Ports and Signatures
• Trade-offs can be tuned (buffer capacity, violation limit)
• dpd.log and analyzer.log inform about failed attempts

➜ Zeek implements clever approaches to increase visibility
➜ Zeek tells you what it “did not understand”
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Packet Analysis: unknown_protocols.log – Analyzer History 💡
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• Logs protocol IDs packet analyzers cannot map
→ @load policy/misc/unknown-protocols

○ UnknownProtocol::sampling_threshold = 3
→ enter sampling mode if (analyzer, ID) pair was seen 3 times

○ UnknownProtocol::sampling_rate = 100,000
→ in sampling mode log every 100,000 occurrence of an 
(analyzer, ID) pair

○ UnknownProtocol::sampling_duration = 1 hr
→ expire sampling after 1 hr without observation of an
(analyzer, ID) pair

← New in Zeek 7.1: Analyzer History


