Extending Zeek through JavaScript
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ZeekdS: Zeek and JavaScript
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https://archive.fosdem.org/2024/schedule/event/fosdem-2024-2388-zeekjs-javascript-support-in-zeek/

Intro: File Analysis in Zeek
e Input::add analysis([$source=file path, Sname=name])
e Allows to analyze files stored on disk using Zeek's file analyzers

e files.log, pe.log, png.log, ...



Intro: File Analysis API

$ curl -v -F file=Q@logo.png http://localhost:1234/upload

{

"Job id":

"JnPc2fJUhkul",

"logs": {
"PNG: :LOG": [

{

"ts": 1740078089.723066,
"id": "Fz9MuudSefFZR5mh4",
"chunks": [

"IHDR",

"sBIT",

"pHYs",

"tEXt",

"IDAT",

"IEND"
J 7
"width": "275",
"height": "91",

"colour type": "truecolour with alpha",
"bit depth": "8",
"interlaced": false

Express...

Fast, unopinionated,
minimalist web
framework for
Node.js

const app = express()
const port = 3000

app.get('/', (req, res) => {
res.send('Hello World!")
1)

app.listen(port, () => {

H

$ npm install express --save

Performance

Express provides a thin layer of

Web Applications APIs

With a myriad of HTTP utility
methods and eat fi
your disposal, creating a robust features, without obscuring

APl s quick and easy. Node Js features that you know

Express Is a minimal and flexible
Node s web application
framework that provides a
robust set of features for web

web application

and mobile applications. and love.

https://expressjs.com

const express = require('express')

console.log(*Exanple app listening on port ${port}")

Middleware

Express Is a lightweight and
flexible routing framework with
minimal core features meant to
be augmented through the use
of Express middleware modules.


https://expressjs.com

Express AP| Skeleton

// npm install expressjs express—-fileupload pug

const express = require ("express");

const fileUpload = require ("express-fileupload");

const app = express();
app.use (fileUpload());

app.get ("/", (req, res) => {
//

1)
app.post ("/upload", (req, res) => {
//

1)
app.listen (1234, "127.0.0.1", () => {

console.log ("Server is running");

1)

v | @ ZeekFAPI X | +

€ > C @ localhost:1234

File Analysis

[ choose File | fire.png Upload

Zeek version 7.2.0-dev.95



The global zeek Object

Register event and hook handlers

Queue events, invoke hooks and functions
Record field selection (&log)

Access to Zeek-script variables

Explicit type conversion for any

// hello.js
zeek.on("zeek init", () => {
console.log("Hello Zeek!", zeek.invoke("zeek version"));

1)

S zeek hello.js
Hello Zeek! 7.0.5




Access to Zeek side variables - zeek.global vars

# api.zeek

module FAPI;

export {
const listen host: string = "127.0.0.1" &redef;
const listen port: port = 1234/tcp &redef;

const work dir: string = "./work" &redef;

// http.Jjs

const host = zeek.global vars["FAPI::listen host"];

const port zeek.global vars["FAPI::listen port"].port;

const work dir = zeek.global vars["FAPI::work dir"];

app.listen(port, host, () => {
console.log( Server is running on http://S${host}:${port}’);
)i




HTTP POST Handler

app.post ("/upload", (req, res) => {

let
let
let
let

job id =
job dir =
file path

file name

work dir + "/" + job id;

zeek.invoke ("unique id",

job dir + "/file";

reqg.files.file.name;

fs.mkdirSync(job dir);

["J"] );

req.files.file.mv(file path, (err) => {

let J = new job.Job(res, job id, job dir, file path,

job.queuedob (j) ;

1)
1)

file name);




Invoking Zeek functions - zeek . invoke ()

exports.queuedob = (j) => {
//
let analysis desc = {
source: j.file path,
name: j.id,
}i
zeek.invoke ("Input::add analysis", [analysis desc]);
return true;

}i

exports.deletedJob = (j) => {
console.log( JS: ${j.id} - deleting ${j.job dir} );

fs.rmSync(j.job dir, { recursive: true, force: true });

// Remove the input stream, else we leak FDs and memory.
zeek.invoke ("Input::remove", [j.id]);

}i

type AnalysisDescription: record {

}s

source: string;

reader: Reader &default=...;
mode: Mode &default=default mode;
name: string;

config: tablelstring] of string




Handling Events and setting Fields - zeek.on ()

# api.zeek
redef record Files::Info += {

job id: string &log &optional;
}i

// handlers.js

zeek.on("file new", (f) => {
let j = job.getCurrent();
f.info.job id = j.id;

if (f.source == j.id)

f.info.filename = j.file name;

J.fileNew(£f.1id) ;
)

// Always add the SHA1l and SHA256 analyzers
zeek.on("file new", (f) => {
zeek.invoke ("Files::add analyzer",
[£f, "Files::ANALYZER SHA1"]);
zeek.invoke ("Files::add analyzer",

[f, "Files::ANALYZER SHA256"]);

// Idea: Register user specified analyzers

// from HTTP request
1)




Type Conversions

<Z> JS

string string

addr and subnet string

time and interval number

int / double number

count bigint

record object wrapping Zeek record value

table object wrapping Zeek table value



Registering hook handlers - zeek.hook ()

zeek.hook ("Log::1log stream policy", (rec, log id) => {

let j = job.getCurrent();

// Ignore logs outside of file processing

if (!3) return;

let entry = zeek.flatten(zeek.select fields(rec, zeek.ATTR LOG));

j.addLog (log_id, entry);

// Return false is like break in hooks: skip logging.
return false;

1)




HTTP response

zeek.on("file state remove", { priority: -2000 }, (f) => {
let j = job.getCurrent();
console.log( JS: ${j.id} file state remove ${f.id} $S{f.source});

if (j.hasActiveFiles()) return;

Jj.res.status (200) .json ({
job _id: j.id,
logs: j.logs,

b)Y

job.deleteJdob (j);
job.nextJob () ;
DN




Demo

https://qithub.com/awelzel/zeekjs-file-analysis

v | @ ZeekFAPI

&€ > C @ loclhost:1234

File Analysis

Choose File | fire.png

X +
Zeek version 7.2.0-dev.95

v

@ localhost:1234/upload

€ > C @® localhost:1234/upload

Pretty-print

"job_id": "JqG4HIKILAL",
“logs™:
"PNG::LOG": [

“ts": 17408487226.21057,
id": "FihBxm2KYct@qgbZca",
n|

1
"Files::L0G": [

“ts": 1740487226.21009,
“fuid":

*FihBxm2KYctOBqg6Zca",
“sourc JQG4HIKIAL®,
“depth”: "@",

'agglyzers': [
"SPICY PNG",
"SHA256"

'I;Iimeitype' : "image/png”,

x| +



https://github.com/awelzel/zeekjs-file-analysis

Experimental and Sharp Edges

e Spicy and V8 issues due to fiber
o Alternative stack is troublesome for V8
o https://github.com/zeek/zeek/issues/4239

e Naive type conversions and APls
e Performance

e ...but potentially very powerful!



https://github.com/zeek/zeek/issues/4239

Conclusion

e Use JavaScript to embed a HTTP API within Zeek directly

e Invoking Zeek functions
e Handling events and hooks

e Setting fields on records

Z, zeek.JS



Questions



