Developing Zeek scripts with style

Munich Zeek meetup
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g where the name is not part of youwr local DMS zome and is being hosted
8 externally. Reguires that the Site::local_zomes variable is defimed.

fload protocols dmsr detect-external-names

8 Script to detect various activity im FIP sessioms.
@load protocolsAftprdetect

% Scripts that do asset tracking.
@load protocols comm known—hosts
Pload protocols comm known-services
@load protocols szl known—certs

% This script emables SSL/TLS certif icate validation.
®load protocols- ssl validate—certs

§ This script prevests the logging of SSL OA certificates in x509.log

®load protocols ssl.log-hostcerts-omly

..--_*‘ﬂl‘lh.. geographic detect ions
% logging for SSH treffic. - -

® Detect hosts doing SSH hruteforce attacks.




g where the name is not part of youwr local DMS zome and is being hosted
8 externally. Reguires that the Site::local_zomes variable is defimed.

fload protocols dmsr detect-external-names

8 Script to detect various activity im FIP sessioms.
@load protocolsAftprdetect

% Scripts that do asset tracking.
@load protocols comm known—hosts
Pload protocols comm known-services
@load protocols szl known—certs

% This script emables SSL/TLS certif icate validation.
®load protocols- ssl validate—certs

§ This script prevests the logging of SSL OA certificates in x509.log

®load protocols ssl.log-hostcerts-omly

..--_*‘ﬂl‘lh.. geographic detect ions
% logging for SSH treffic. - -

® Detect hosts doing SSH hruteforce attacks.
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Syntax highlighting



##! Local site policy. Customize as appropriate.
!
##! This file will not be overwritten when upgrading or reinstalling!

# Installation-wide salt value that 1s used in some digest hashes, e.q., for
# the creation of file IDs. Please change this to a hard to guess value.
redef digest_salt = "Please change this value.";

# This script logs which scripts were loaded during each run.
@load misc/loaded-scripts

# Estimate and log capture loss.
@load misc/capture-Lloss

# Enable logging of memory, packet and lag statistics.
@load misc/stats

For TCP scan detection, we recommend installing the package from
"https://github.com/ncsa/bro-simple-scan’. E.g., by installing it via

TR R R

zkg install ncsa/bro-simple-scan

# Detect traceroute being run on the network. This could possibly cause

# perfaormance trouble when there are a lot of traceroutes on your network.
# Enable cautiously.

#@load misc/detect-traceroute

# Generate notices when vulnerable versions of software are discovered.

# The default 1s to only monitor software found in the address space defined
# as "local”. Refer to the software framework's documentation for more

# 1nformation.

@load frameworks/software/vulnerable

# Detect software changing (e.g. attacker installing hacked SSHD).
-:--- local.zeek Top (1,0) (Zeek ws)

. >




http://github.com/zeek/emacs-zeek-mode

##! Local site policy. Customize as appropriate.
i
##! This file will not be overwritten when upgrading or reinstalling!

(+) Issues 17 Pullrequests 1 (*) Acticns [ Projects [ Wiki 2 Settings

emacs-zeek-mode rublic s Edit Pins ~ & Watch 6~ % Fork 4

# Installation-wide salt value that 1s used 1n some digest hashes, e.qg., for
# the creation of file IDs. Please change this to a hard to guess value.

EREY . : -. ‘ _ An Emacs major mode for
redef digest_salt = "Please change this value."; F main ~ FOO Go to file

editing Zeek scripts

# This script logs which scripts were loaded during each run. ) ckreibich! Marge branch'fon
@load misc/loaded-scripts

] .update-changes.cfg

# Estimate and log capture loss. \ Custom prope
@load misc/capture-loss e AR L e S e b Bcror

) LICENSE 3 years age & 6 watchine

# Enable logging of memory, packet and lag statistics.
@load misc/stats ] README.md

] VERSION

4 forks

O 1tags
For TCP scan detection, we recommend installing the package from
"https://github.com/ncsa/bro-simple-scan’. E.g., by installing 1t via ) zeek-mode.el Merge branch 'topic/chris... 3 years age Contributors 3

BH R RR

1 -C1 - ® ckreibich Chirislian Kieibic
zkg 1nstall ncsa/bro-simple-scan ST e \

A - .
<& ynadj yacin

# Detect traceroute being run on the network. This could possibly cause ‘ED
# perfaormance trouble when there are a lot of traceroutes on your network. . timwoj Tim Wojtulewicz
# Enable cautiously. An Emacs mode for Zeek scripts

#@load misc/detect-traceroute . , . ,
This is a very basic Emacs major mode for Zeek scripts. Supported

. . i features:
# Generate notices when vulherable versions of software are discovered. Repori repository

# The default 1s to only monitor software found 1n the address space defined Syntax highlighting
# as "local"”. Refer to the software framework's documentation for more
# 1information.

@load frameworks/software/vulnerable

Emacs Lisp 100.0

Script formatting and parsing via , when available:
C-c C-f formats the current buffer; C-¢c C-p parses it and
renders the parse tree into a new buffer. It also provides

zeek-tformat-betore-save , which can be used in a hook to

# Detect software changing (e.qg. attacker installing hacked SSHD). format Zeek buffers before saving them.

-:--- local.zeek Top (1,0) (Zeek ws)

Whitespace configuration: TAB always inserts tab character.
The mode also highlights trailing whitespace as well as spaces normal

N ’
~ -



http://github.com/zeek/emacs-zeek-mode

"

##! Local site policy. Customize as appropriate.
i
##! This file will not be overwritten when upgrading or reinstalling!

# Installation-wide salt value that 1s used 1n some digest hashes, e.qg., for
# the creation of file IDs. Please change this to a hard to guess value.
redef digest_salt = "Please change this value.";

# This script logs which scripts were loaded during each run.
@load misc/loaded-scripts

# Estimate and log capture loss.
@load misc/capture-loss

# Enable logging of memory, packet and lag statistics.
@load misc/stats

For TCP scan detection, we recommend installing the package from
"https://github.com/ncsa/bro-simple-scan’. E.g., by installing 1t via

H R R R

zkg 1nstall ncsa/bro-simple-scan

# Detect traceroute being run on the network. This could possibly cause

# perfaormance trouble when there are a lot of traceroutes on your network.
# Enable cautiously.

#@load misc/detect-traceroute

# Generate notices when vulnherable versions of software are discovered.

# The default 1s to only monitor software found in the address space defined
# as "local"”. Refer to the software framework's documentation for more

# 1information.

@load frameworks/software/vulnerable

# Detect software changing (e.qg. attacker installing hacked SSHD).
-:--- local.zeek Top (1,0) (Zeek ws)

N ’
~ -

http://github.com/zeek/emacs-zeek-mode

ar

Code

zeek emacs-zeek-mode

| zeek-mode.el

Blame Raw (U ¥,

(add~-TtDo~L1sT magic-mode—~alist "("¥F!| \T]¥.%/Din/env.+| \t]ZeeK.+-—| \TU|*§" . Zeek-node))

r zeek-node-keywords
"\ (a[*#\n)=\\)" (@8 Ton.=lock-preprocessor-face 1))
{,(concat "\\<"
(regexp—opt '("const" "opticn" "redef") t)
"\>") (0 font-lock-censtant-faca))
(,(concat "\\<"
(regexp-opt *("addr™ “any"™ "bocl" "ccunt™ "counter" "double"
“enum* “file" "int" “inrterval™ "list" “net"

“gpaque” "pareglob” “pettern®” “"port™ “record"”

“set" "string subret" "tadle" "timer" "time"

"union vecter") t)

"\\>") (0 font-lock-type-face))

TR
\\S

(regexp-opt '("add" "zlarm" "break" "case" "default"
“delete" "else" "event" "export" “fmt" "“for"
“functicn” "global” "global_zttr” "hook" "if" "in"
“local” "matck" "mocule" "next" "of" "print"
“return" "schedule" "switch" "this" "type"
"using" "when") t)
"\\>") (0 font-lock-keyword-face))
{,(concat "\\<"
(regexp-opt '("day'" "days" "hr" "hrs" "min" "mins" "sec" "secs"
"msec” "msecs" "usec" "usecs") t)
"\N\=") (0 font=-lock=Tunctior—-name-face))
("\\(&[a-2A-Z_0-9) -\\)" (@ font lock builtir face))

|
J

"Keyword highlighting spec for Zeek rmode")

(font-lock-add-keywords 'zeek-mode zeek-mode-keywords)

ir zeek-node-syntax-table

(let ((zeek-mode-syntax-table (make-syntax-table)))

'+ Additional. valid token characters
"w" zeek-node-syntax-table)

{mpdify-syntax-entry 7. "w" zeek-mode-syntax—tzble)

{modify-syntax-entry ?

(modify—syntax—entry ?& "w'" zeek—mode-syntax—teble)
Make $ a punctuation chara

(mndify-syntax-en & "." zeek-mode-syntax-table)

Lnsert —



http://github.com/zeek/emacs-zeek-mode

B local.zeek (Jopt/homebrew/Cellarfzeek/7.1.0/share/zeek/site] - NVIM

@load

# Detect
@load

# This &dds
@loed-sigs

Load
@load
@lozd
@lozd
@lozd

¥ master ) ' utf-8[unix]




o B local.zeek (Jopt/fhomebrew/Cellarfzeek/7.1.0/share/zeek/site] - NVIM

http://github.com/zeek/vim-zeek

fopi/home brew/Cellarf/zeak/7.1.0/shar..

ﬂnl Locel site policy. Customize as appropriate.d

& #ﬁ“-

##! This file will not be overwritten when upgrading or reinstalling!J

"

# Installation-wide salt valus that is used in some digest hashes, e.g., ford

# the creation of file IDs. Please change this to a hard to guess value.d
digest_salt = "Please change this value.';d

d

# This script lcgs which scripts were loaded during each run.d

@load J

d

! # Estamzte and log capturs loss.d

@load J

d

# Erable logging of memory, packet and lag statistics./

@loed J

d

# For TCP scan cetection, we recommend installing the packege from.

# 'https://github.cem/ncsa/bro-simple-scan'. E.g., by instelling it

i

# zkg install ncsa/bro-simple-scand

d

# Detect Crecercute being run on the network. Ihis could pecssibly caused

¢ # performance %rouble when there are a lot of traceroutes on your network.e

# Lrable cautiously.d

##@lcad misc/detect-tracerouted

J

# Generzte rotices when vulnerable versions of software are discoverad.J

# |re default 1s to only monitor software found 1n the address space definedd

# as "lccal”. KRefer to the software framework's documentation for mored

# informalion.d

@load

J

¢ # Detect software changing (e.g. attacker installing hacked SSHD)..

@lozd J

J

# This edds sigratures to detect cleartext forward and reverse windows snells. ¢

@loed-sigs J

d

# Lcad ell cf the scripts that detect software in various proftccols.d

@lozd J

@lozd .

3 @load J

i @loed J

9 # The detect-webapps script could possibly cause performance trouble whend

# running on live traffic. Enable i1t cautiously.d

#@lcad protocols/http/detect-webappsd

This script detects DNS results pointing toward your Site::lccal_natsd

RERASERRNN <chrow/Cellar/zesk/7.7.8/share/zeek/site/local.zeek  7oek [EEESEINENE

O zeek vim-zeek

N

>» Code (*) Issues i1 Pullrequests (») Actlons [I] Projects

vim-zeek rubic 5/ EdItPins « & Unwatch

¥ master - ) o Go to file

bbannier “.ﬂr"'l;;v".'7’,"«:""" 0]

.github/workflows

ftdetact

ft.’)lllgi'\ nitial commit

syntax NMake Zeek highlight

test

.pre-commit-config.yaml

Y LICENSE

README.md

example.zeek

[ README 4[5 BSD-3-Clause license

@ In:1/114

vim-zeek

Syntax highlighting plugin for the scripting language.

Install

Install like any other Vim plugin. Examples:

 vim-plug: Flug 'zeek/vim-zeek'

<> Code

Y Fork 2

Vim syntax highlighting for
the Zeex scripting language
(.zeek and .bro files)

Contributors 3

‘ I\‘ bbannier Eenjamin Bannier

r) jsiwek Jon Siwek
- - A
28 awelzel Arne Welze

Vim Script 69.4
® Zeek



http://github.com/zeek/vim-zeek

- B local.zeek (fopt/homebrew/Cellar/zeek/7.1.0/share/zeek/site] - NVIM htt p :/ / g it h u b . CO m/ Zee k/Vi m _Zee k

A fopt/homebrew/Cellar/zeak/7.1.0/shar..

Eﬁl Locel site policy. Customize as appropriate.d
. HH#! .
##! This file will rot be overwritten when upgrading or reinstalling!J
J
# {rstailaf%ow hide.saﬁt valua that i;_uged %n sone digesB hashes, e.g., ford ‘:b bbannier Make Zeek highliaht lin
# the creation of file IDs. Please change this to a hard to guess value.d
digest_salt = "Please change this value.';d

/ zeek.vim 0

d
# This script logs which scripts were loaded during each run.d
@load J
d
 # Estimate and log capturs loss.d
@lozd J
d
# Erable logging of memory, packet and lag statistics./
@lozd J
d
# Fcr TCP scan cetection, we recommend installing the packege frome<
# 'https://github.cem/ncsa/bro-simple-scan'. E.g., by instelling it viad
i
= zkg install ncsa/bro-simple-scand
d
# Detect trecercute being run on the network. This could possibly caused
# performance trouble when there are a lot of traceroutes on yocur network.
# Crable cautiously.d
##@lcad misc/detect-tracerouted
J
# Generzte rotices when vulnerable versions of software are discoverad.J
# |re default 1s to only monitor software found 1n the address space definedd
# as "leccal”. Refer to the software framework's documentation for mored
# informalion.d

Blame

" Vim syntax file
" Language: Zeek (https://zeek.org)
" Author: Jon Siwek

if exists('bicurrent_syntax"')
finish
endif

" For highlighting payloads to "@TEST-EXECk'.
syntax include @zeekSh syntax/sh.vim

syn match zeekConment /#.x/ contains=zeekTodg
syn keyword zeekTodo TODO XXX FIMXMC NOTC contained

syntax natch zeekBTest /\V\@TEST(-\w+)+:?.%/ containedin=zeekComment containedin=ALL " This group only
syntax region zeekBTestExec start=/@TEST-\(EXEC\ |REQUIRES\) .\{-}\s/ end=/$/ containedin=zeekBTest cont:
syntax natch zeekBTestKeyword /@TEST-.\{-}\s/ contzinedir=zeekBTestExec conta:nedin=zeekBTest(Other

" Extra case for keywords which do not take args or no skell commands.

syntax natch zeekBTestKeyword /@TEST—\(DOC\|END-FILE\ |GROUP\ | IGNORE\ KNOWN-FAILURE\ IMEASURE-TIME\ |PORT"

@load 21 syn match zeekDirective /\v\@(DCOUG |DIR|FILCNAME)/
J

# Detect software changing (e.g. attacker installing hacked SSHD)..
y @load |

syn match zeekDirective /\v\@(deprecated)/

syn match zeekDirective /\v\@pragma(\s+[*[:space:]]+)7\s+/ nextgroup=zeekDirectiveArg

syn match zeekDirective /\v\@(ifdef|ifndef|else|encif|if)/

syn match zeekDirective /\v\@prefixes\s*\+7\=\5%/ rextgroup=zeekDirectiveArg

syn match zeekDirective /\v\@(load-glugin|load-sigs|load|unload)\s+/ nextgroup=zeekDirectiveArg

J

# This edds sigratures to detect cleartext forward and reverse wincows snells..
@loed-sigs J

J

# Lcad ell cf the scripts that detect software in various proftccols.d
@lozad J

@load .

@load J

@load J

# The detect-webapps script could possibly cause performance trouble whend
# running on live traffic. Enable it cautiously.d

#@lcad protocols/http/detect-webappsd

J

syn match zeekDirectiveAryg /\v[* #]*/ contained

syn region zeckString natchgroup=zeckScparater starts=/"/ skip=/\\"/ end=/"/ contains=zcckEscapeChar,ze:
syn region zeekPattern matchgroup=zeekSepzrator start=/\v\/(.¥\/)@=/ skip=/\\\// end=/\// contains=2e2|
syn match zeekFscapeChar /\\./ contained

syn match zeekFmtSpec /\v\%\-?\d*(\.\d+)?[DTdxsefql/ contained

syn keyword zeekModule module nextgroup=zeexkModulelD skipwhite
syn match zeekModulelID /\v<([A-Za-z_][A-Ze-z_0-S]x%)(::[A-Za-z_] [A-Za-z_0-9 %)=x>/ contained

syn match zeekCall /\v<([A-Za-z_][A-Za-z_€-9])%) (:: [A-Za-2_] [A-Za-2_B-9]+)+>(\s+\()@=/
# This script detects DNS results pointing toward your Site::lccal_natsd ’ i’ - - Dl - ¢

[m EERRsEREN <chraw/Callar/zesk/7.7.8/share/zeek/site/local.zeek  72ek utf=3Lunix] LR LEVAT R 'n keyword zeekExport export
N ‘ ' normal



http://github.com/zeek/vim-zeek

DT http://github.com/bbannier/spicy.vim

E Copyright (c) 2921 by the Zeek Project. See LICENSE for details.:

, #d
# Trivial File Transfer Protocold O & bbannier spicy.vim

¢ #J
5 # Specs from hitps://tools.ietf.org/htnl/rfcl350. <» Code (2) Issues 7 Pullrequests (») Actions [[] Projects [J wiki &3} Settings
>

@ Spicy,Vim Public 52 Ungin & Unwaich 4 Y Fork 2

s
’

# Commor heeder for all messages:d -~ - - . :
: : >SAJes 1 master - Go to file Vim syntax support for the

2 bytes Spicy language

bbannier Add some rudimentary ghting for ... 283c¢7d0 - last week
TFTP Opcode ) — - (] Reac

after/ftplugin
# public top-level entry point for parsingd
: uint16 & - ($$);4 ftdetact
)
-> : rue);J ftplugin
- f ]
-> - : syntax
->

i~ : . test Contributors 4

}; d ’ .pre-commit-config.yaml Bump pre-co nhooks 4 months ago bl. bbannier Eenjamin Bannier
‘J

# TFTP supperts five types of packets [...]: ™ LICENSE Add license 2 vears ago P awelzel Arne Welze
#d
# opcode operalion. Y README. md Fix typo in README 2 months 2o ‘?i' evantypanski Evan
# 1 Read reguest (RRQ)d
Write request (WRQ)d a; remmr Rokin Sommer
Data (DATA). L README 2[5 MIT license 7 =
Acknowledgment (ACK)
Error (ERROR)J
= {J Vim Script 1000

Syntax highlighting for Spicy

This repository contains Vim syntax highlighting for

Formatting
# Figure 5-1: packetd
) #d This plugin provides integration for automatic source formatting
# 2 bytes ' with and if they are available. Call :ALEFix to

format the current buffer.
# | Opcede |

analyzaer/ p.spicy . ‘ l sSpicy — m : : :
LL_TH ¥ main | |  [utF=8[unix] To enable formatting on save add the following setting to E

narme



http://github.com/bbannier/spicy.vim

Search

Z, local.zeek X

opt > homebrew > Cellar > zeek > 7.1.0 > share ) zeek > site > ‘2, loczl.zeek
1

t_salt = "Please change this value.

@load misc/capture-loss

Pload misc/stats

@load frameworks/software/vulnerable

pload frameworks/software/version-changes

’ . . . . . - ' . - -

-=- NORMAL -- 2 Ln 1, Col 1 Spaces: &4 UlF-& LI




& ~
2, local.zeek X

opt > homebrew > Cellar > zeek > 7.1.0 > share > zeek ) site > ‘2 local.zeek O & bbannier zeek-language-server

1

<> Code () Issues 4 [} Pullrequests 1 () Actions [[] Projects 3 Setiings

Q zeek-language-server Public 57 Unpin & uUnwatch 5 ~ [ w Star 16

C'i{_}@glt_galt - ”Pleage Crange thlS Vla:.Ue. u; o i ” Go to file <> Code ~ Language server fDr Zeek
script

dependabot[bot] M 4d76ed41. 2 daysago | &
risc/loaded-scripts

.devcontainer

e .github
risc/capture-loss

Stop recommending depr
risc/stats benches Fix clippy warnings

crates/tree-sitter-zeek Bump cc from 1.2.13 t0 1....

vscode Bump @typescript-eslint/...

[ J

.gitignore Add syntax highlight sup...

Contributors &

[ J

.gitlint Fix extraction of enum val...
gitmodules Move tre-sitter-zeek bind... 3 years aqo a b‘ ‘ "@!.4 !5 @

.markdownlint.yam| Add markdownlint conlig

"

[ g

. ) , ® Rust 9€.C
.pre-commit-config.yaml Bump pre-commit hooks o
TypeScript 2.6

® Other 0.5%

7 ([

Cargo.lock

fload frameworks/software/vulnerable

Lo

Cargo.toml

DEBUGGING.md Fix format issue

LICENSE Add README and LICENSE

[J L J

Pload frameworks/software/version-changes

Maxefile Vove extension build fro...
~ '

7 S, ' ' ' N . s T , ~ normal
Bl 1° master & ® 0 A -- NORMAL -- . Ln1, Col1 Spaces:4 UIF-E€ LF (7 [ L . - : . :

-



http://github.com/bbannier/zeek-language-server

2 local.zeek X

\ . \ \ \ . ~— “ i z - -
opt > homebrew > Cellar > zeek > 7.1.0 > share > zeek ) site > Z local.zeek O & bbannier eok-language-server

’.l -
<> Code (*) Issues 4 11 Pullrequests 1 () Actions [ Projects [J Wikl

e Fy ¥ main -

| zeek json (O

Cigggt_ga]t = "Please Crange this Va:.U@.”; e bbannier Add syntax highlighting for @pragma

risc/loaded-scripts

A . : { + -
&1(MLJ'TISC/CSP‘LFQ loss "$schema": "https://raw.githubusercontert.com/martinring/tmlanguage/master/tmlanguage.jsan”,

“"name": "Zeek",
“"'scopeName': “source,zeek",
uf.‘le—ypesu: [“brO“, “Zeek-],

risc/stats
“"patterns": [

{
"begin': "“#[~z#]",
"name': "comment.line.zeek",
"beginCaptures": {
=1
“nane”: "punctuation.definition.comment.zeek"

"begin™: "I(##! |#¥<|¥#H)",
“name': "“comment.line.zeekygen",

“patterns”: [{ "include": "source.rst" }],

IlcndH: llsll

llbeg.—nll: II'\\\‘II)II'
"name": "string.quoted.double.zeek",
“beginCaptures": {

=145 o)

@load frameworks/software/vulnerable

"nane': "punctuation.definition.string.begin.zeek'

landH: "(\\i\lll"'

Pload frameworks/software/version-changes

"endCaptures": {

'~ . . 33 "1": o normal

B 1° master <& ® 0 A -- NORMAL -- @ Ln1,Col1 Spaces:4 UTF-&8 LF

~ ’



http://github.com/bbannier/zeek-language-server

= tftp.spicy X

private > tmp > spicy-tftp > analyzer > = tftp.spicy O © bhannier SEICyRecoue

1
<> Code (*) Issues I Pullrequests () Actions [{] Projects [IJ wiki 3 Settings

0 spicy-vscode Public 57 Fin & Unwatch 2 Y Fork 0 V7 star 0

¥ main -~ > Go to file <> Code ~ Syntax support for Spicy for 3

TFTP;
vscode

import spicy; e bbannier Bump version 89142€c - last month &

B .github Bump node version
cense

. vescoda Basic linter setup
Activity

B syntaxes Add highlighting of skin k ’ ve 0 stars
; : & 2 watching
gitattnbutes Initial \
% 0 forks

, } ] .gitignore Basic linter setup 2 years : .
public type Packet = unit { © 20 tags

op: uint16 &convert=0pcode($$); .pre-commit-config.yaml Bump pre-commit hooks .

switch ( self.op ) { Contributors 2
Opcode: :RRQ wvscodeignore nitial 2 years a
Opcode::WRQ

-> Irrq: Request(lirue);
—L =
Opcode;:DATA - data: Data;
-
—

\‘_ bbannier Benjamin Bannier

wrq:  Request(False); LICENSE i

nitial

- £3 dependabot[bot]
Upcode: : ACK ack: Acknowledgement; _] README.md Initial

Opcode: : ERROR

L'
5

error: Error;
language-configuratio... Basic linter setup

package.json Bump version
sample.png nitial
sample.spicy Fix highlighting of attribut...

spicy-logo-square.png Add Spicy logo 10 months 3

. README 4[8 MIT license V4

type Opcod enum { o . o
A ,_ _ Spicy support for Visual Studio (ot

l B I° master <& ®O0A0 -- NORMAL -- @ Ln1, Col1 Spaces:4 UTF-8 LF



http://github.com/bbannier/spicy-vscode

http://github.com/zeek/zeek-sublime
) ® ook / zmoicoubiime

<» Code () Issues 1 19 Full requests 1 () Actions [ wiki

zeek-sublime rub s EdItPInS « & unwatch 18 ~

Zeek scripting language £3
highlighting/support for Sublime
Text

E master -~ ¥ Go to file <> Code ~

") jsiwek Add &is_used attribute 2
] COPYING
] Comments.tmPrefaren...

README.md

Zeek YAML-tmLanguage

Zeek.sublime-syntax

Zeek.tmLanguage

syntax_test.zeek
Contributors 5

[ README 2[5 BSD-3-Clause license ' = - % & /‘*. b
: S

zeek-sublime

Zeek syntax highlighting definitions for

Sublime Text Installation

Package Control

Install the "Zeek Language"” package. Highlighting will
automatically be provided for flles ending in .zesk or .bro.
github.com/zeek/2eek-sublime#BSD-3-Clause-1-ov-file normal
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O zeek zeek-sublime ] g 1" (L 2 : O zeek zeek-sublime

<> Code (*) Issues 1 I Pulrequests () Actions [J wik <> Code () Issues 1 19 Pullrequests ) Actions [J wiki

zeek-sublime rubiic 5 EditPins ~ @& Unwatch 18 ~ v Star 19 OF ¥ master - , e /| Zeek.tmLanguage Q Goto file

B

) 0 jsiwek Add &is_used atiribute
Zeek scripting langueage £23

highlighting/support for Sublime
Text

¥ master -~ ) Q' Go to file <> Code ~

G jsiwek Add &is_used attribute
& Blame

CDPYI“'S ()I'QSHIL’E‘B and cleanup <7xml version="1,0" enCOding=“UTF—8“?-\
«<IDOCTYPE plist PUBLIC "-//Apple//DTD FLIST 1.9//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
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<dict>
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<array>
Zeek.YAML-tmLanguage Add Zis_used attribute <string=bro</st-ing>
C C <string>zeck</string>
Zeek.sublime-syntax Add Ris_usad attribute 4 years . , </array>

<key>name</key>
Zeek.tmlLanguage Add Ris_usad attribute 4 years © 4 tags 11 <string>Zeek</string>
e <key>patterns</key>
syntax_test.zeek Fix function namejcall hiqg... 5 years ago 13 <array>

Contributors 5 19 <dict>
15 <key>begin</key>

LR ' - ‘f’ &0 17

<keys>heginCaptures</key>

<dict>
19 <key>l</Key>
zeek-sublime ® Zeek 1000 <dict>
, 2] <keyznane</key>
Report repository 2: <string=purctuation.definition.comnent.zeek</string=
Zeek syntax highlighting definitions for : 23 </dict>
, </dict>
<key>end</key>
. . 25 <string>$</string>
Sublime Text Installation key>rame</kays
4 <string>comment. line.zeek</string>
</dict>
Package Control dict
<keysbegine/key>
Install the "Zeek Language"” package. Highlighting will <strings(\")</string>
automatically be provided for flles ending in .zesk cr .bro. 33 <key>beginCaptures</key>

github.com/zeek/2eek-sublime#B8SD-3-Clause-1-ov-ile |normal <dict> normal
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zeek-sublime rubiic 57 EdItPIns ~ & unwatch 18 ~ v Star 19

Confusing error message when incorrectly it Newissue
using integer in place of interval #2432

Zeek scripting language £3
( Open

highlighting/support for Sublime
Text

¥ master -~ ) Q' Go to file <> Code ~

G jsiwek Add &is_used attribute

\ ~
NO ONe -

& Cc b‘ bbannier opened on Sep 25, 2022 : edited by bhannier Edits ~ > Assignces

COPYING Organize and cleanup _ e
Given the following incorrect code
Comments.tmPrefaren... Ad( 5 years ago Labels
Activity
' Arca: Scripting | Priority: Low
README.md Add note tc README on....

Custom properties
ZeekYAML-tmLanguage Add Zis_usead attribute

Zeek.sublime-syntax Add Ris_usad attribute
| get the this error message:
Zeek.tmlLanguage Add Ris_usad attribute 4 years © 4 tags
_ , , $ zeek —-parse-only foo,zeek =
syntax_test.zeek Fix function name,call hig... o years age error in interval and ./foo.zeek, line 4: arithnetic nixe. ..t
Contributors 5

Milestone

README 23 BSD-3-Clause license . r) c'} % /‘ . This errar message refers to my file foo.zeek and apparently zlso the \o milestone
‘ R file (7) interval which | cannot find and which also seems tc be

missing a location.

Relationships

zee k-subl ime ® Zeek 100 | would have expected the error message te be None ye

Report repository
error in ./foo.7zeek, line 4: arithmetic mixed with non-ai (L] e Development

Zeek syntax highlighting definitions for

Create sub-issue -~ S

Sublime Text Installation Notifications
2. Unsubscribe
Package Control O Qbbannier added ( Prierity: Low | ( Area: Scripting
on Sep 25, 2022
Install the "Zeek Language" package. Highlighting will
automatically be provided for flles ending in .zesk or .bro. ﬂ
= awelzel an Sen 27 720272 . edited hvy awelzel Edits + Member *°° Participants

github.com/zeak/20ek-sublime#BSD-3-Clause-1-ov-file | normal github.com/zeak/2eek/issues?q—scrt:upcated-desc is:issua is:cpen author:bbarnior Iabel: "Area: Scripting"”
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Zzeek-sublime rubiic 57 EditPins ~ & Unwatich 18 ~ vy v Star 19

Zeek scripting language £3
highlichting/support for Sublime
Text

¥ master -~ ) Q' Go to file <> Code ~

‘:.') jsiwek Add &is_used attribute
&

COPYING Organize and cleanup 5 ago [1 Rezdme
Comments.tmPrefaren... Add support for SublimeT...

Activ t/

README.md Add note tg README on ... a3\ =) Custom properties
ZeekYAML-tmLanguage Add Zis_usead attribute
Zeek.sublime-syntax Add Ris_usad attribute

Zeek.tmLanguage Add &is_usad attribute 4 years O 4 tags

syntax_test.zeek Fix function name/call hiq...
Contributors 5

README 3[3 BSD-3-Clause license ' : “‘)c, s A »
3 y 2 &

ZGEk'SUinme ® Zeek 1000

Report repository

Zeek syntax highlighting definitions for

Sublime Text Installation

Package Control

Install the "Zeek Language" package. Highlighting will
automatically be provided for files ending in .zesk or .bro.
github.com/zeak/200k-sublime#BSD-3-Clause-1-ov-file | normal
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Confusing error message when incorrectly it | Newissue
using integer in place of interval #2432
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Cc ‘ l ‘l‘ bbannier opened on Sep 25, 2022 - edited by bbannie Assigneces
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NO O

= <> #

Virite Preview Labels

Arca: Scripting  Priority: Low
Given the following incorrect code

"*zeek
# foo.zeek
function fco(): interval

{

retumn 1;

: Milestone
| get the this error message:

"*“console \o milestore
S zeek --parse-only foo.zeek
errar in interval and _ffoo.7eek, line 4: arithmetic mixed with non-

Relationships
arithmetic (interval and 1)

None yet
This error message refers to my file ‘fco.zeek™ and apparently also

the file (?) ‘interval® which | cannot find and which zlso seems to be
missing a location.

Development

| would have expected the error message o be
Notifications

error in .[foo.zeek, line 4: arithmetic mixed with non-arithmetic
(intervel and 1)

Participants

G

|normal
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README.md
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Zeek.sublime-syntax

Zeek.tmlLanguage

syntax_test.zeek

Fix function namejca

Add %is_usecd attrbute

Add Ris _usad attrbute

Add Ris_usad attrbute

README 3[3 BSD-3-Clause license

zeek-sublime

Zeek syntax highlighting definitions for

Sublime Text Installation

Package Control

hig.

&> Unwatch 18 ~

<> Code ~

Add support for SublimeT...

Add note to README on ...

Install the "Zeek Language" package. Highlighting will
automatically be provided for files ending in .zesk or .bro.
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cime &log;.

> .erirq &ldg'

Ccmn_iﬂ &log,
wrq: bﬁoi
fname:» String %logQg;
mode:. ‘ tring Rlog;.
uid_data:- string &opéiowa; &log:

count &default=0 &log:.

block_sent:-count &defeult=0 &log:.

block_acked:» count &default=68 &log;

error_code:»count &optional &log;.

error_msg:» string &optional &log:.
final block: count Roptional;.

done: bhnol Rdefaults=
log_tftp: (rec: Info);

expected_data_conns: table[addr, port, addr] of Info;

connection += {.
tftp: Info &optionalj.
5

I main! utf=8[unix]

@ > nvim 1 > nvim  zsh CRRI




Info: Info:

. ’ tsir» cime &log;. 10 » ’ tsir» cime &log;
> ’ uid:» > string &log;. 12 » » uid:» ’ string &log;
» » H#4 The connection's 4-tuple of endpoint addresses/p 3 » » W4 The connection's 4-tuple of endpoint addresses
. ’ id:»» conn_id &log;. 14 » ’ id:»» conn_id &log;.
. ’ Wrq:» : bool &log;. 16 » »  WIQ:» > bool &log:
- v B% File 14 )1 17T » v g2 F1le )1 (11est...
> ’ fname:» » String klog;. S ’ fname:» » String %logQ;
. » mode:» .+ string Rlog;. 28 node: string &log;
~ » uld_data:» string Roptional &log; 2 uid_data: string &optionzl &log;
size:» » count &defzult=0 &log:. : size: count &default=0 &log;.

» » block_sent:-count &defeult=0 &log;. 2¢ block_sent: count &default=0 &log;.

» » block_acked:» count &default=6 &log; 28 » » block_acked:» count &default=0 &log; -
s ' error_code:»count &optional &log;« 30 » , error_code:»count &optional &log;«

> ’ error_msg:» string &optional &log:. 32 » ’ error_msg:» string &optional &log;¢

> ’ final block: count Roptional;d 35 » S final block: count Roptional;d

> ’ done: hool &dafault=l:. 38 » ’ done: hool &desfaults=F;

> he 39 . 3o

- log_tftp: (rec: Info); - log_tftp: (rec: Info);

......

expected_data_conns: table[addr, port, addr] of Info; b expected_data_conns: table[addr, port, addr] of Info;.

connection += {. 48 connection += {.
tftp: Info Zoptional;« . tftp: Info %optional;e«
5 50 };.

I* main!

L
4

" main! utf=8[unix]

'R 6 > nvim 1 > nvim 2 : zsh “gl’![ﬂl.k




s N Info: {4 s N Info: {4 ~ 88 Info: > > e oo
9 » » #4 Timestamp for when the request happened.d 9 » » B4 Timestamp for when the request happened.d 9 » » B4 Timestamp for when the request happened.d
10 » ’ tsir» time &log;d 10 » ’ tsir» time &log;d ~ 10 L5h time &log;d
171 » ’ #4 Unique ID for the connection.d 17 » ’ #4 Unique ID for the connection.d ~ 7 #4 Unique ID for the connection.d
12 » » uid:» ’ string &log;« 12 » » uid:» : string &log;d 12 » » uid:» . string &log;«
13 » > #4 The connection's 4-tuple of endpoint addresses/port 13 » > #4 The connection's 4-tuple of endpouint address~ 13 » > #4 The connection's 4-tuple of endpuint addresses/ports.::-:---4
14 » » 1d:»» conn_id &log;¢ 14 » » 1d:»» conn_id &log;¢ 14 » » id:»» conn_id &log;¢
15 » > B4 True for write requests, False for read request.. 15 » > #3% True for write requests, False for read 1 15 » > #4% True for write requests, False for read request.!
16 » »  WrQ:» ’ bool &log;. 16 » »  WrQ:» : bool &log;. 16 » ’ Wrq:» : bool &log;.
17 » > BE File name nT request.d 17 » > B% File name nT request.d 17 » > B3 File name nT request.Jd
13 » »  Thame:» » string klog;d 13 » »  Tname:» » string klog;d 13 » »  tname:» » string klog;d
19 . . #% Node of request.. 19 ## Mode of request.. ~ 19 k% Mode of request..
28 » » mode:» .+ string Rlog;. 20 node: string &log; . ~ 28 node: string &log;
21 » . #3 UID of data connactiond 2 k% ULD of data connectiond ~ 2 ## ULD of data connectiond
22 » » uld_data:» string Roptional &log;. 22 uid_data: string &optionzl &log;. v 22 uid_data: string &optionzl &log;---:--4
23 » , ftt Number of bytes csent.. 23 ## Number of bytes sent.. ~ 23 ## Number of bytes sent..
24 » » size:» » count &defzult=0 &log;. 24 size: count &default=06 &log;- ~ o 24 size: count &default=06 &log;-
25 » »  #4% Highest block number sent.« 25 ## Highest block number sent.d ~ 25 ## Highest block number sent.d
26 » » block_sent:-count &defeult=0 &log;. 26 block_sent: count &default=0 &log;. ~ 26 block_sent: count &default=0 &log;«
2l » »  #4% Highest block number ackknowledged. 2! ## Highest block number ackknowl.edged. ~ 2] ## Highest block number ackknowl.edged.
28 » » block_acked:» count &default=8 &log; 28 » » block_acked:» count &default=0 &log;- 28 » » block_acked:» count &default=0 &log;-
29 » » #4 Any error code encountered.d 29 » . 4 Any error code encountered.d 29 » » #4 Any error code encountered.d
30 » » error_code:»count &optional &log;« 30 » » error_code:»count &optional &log;« ~ 30 » » error_code:» count R&optional &log;«
31 » > #4 Any error message encountered.d 31 » > #4 Any error message encountered.d 31 » > #4 Any error message encountered.
32 » » error_msg:» string &optional &log:d 32 » » error_msg:» string &optional &log;. ~ 32 » » error_msg:» siring &optional &log;«
33 33 33
34 » ’ # Set to block number of final pliece of data once rece 34 » > # Set to block number of final piece of data 34 » > # Set to block number of final pilece of data once receivad.
35 » » final block: count &optional;« 35 » » final block: count Roptional;. ~ 35 » » final block: count &optional;«
36 36 36
3/ » ’ # Set to true once logged.J 3/ » > # Set to true once logged.J 37 » > # Set to true once logged.J
38 » » done: bool &default=F:. 38 » » done: bool &default=Ff:. ~ 38 » » done:s » bool Rdefaults=F;.
39 »  }:d 39 .} ~ 39 4
48 o 48 o 48 4
47 » #%# Event that can be hand.led to zccess the [FIP logging re 47 ~ &% Event that can be hand.ed to access the [FIP | 47
§2 » log_tftp: (rec: Info);. 42 » log_tftp: (rec: Info);. 2 + ;.
43 }o 43 }. 43
b4 b4 44 » #% Event that can be handled to access the TFIP logging rccord. .
45 # Maps a partial data conneciion ID to the request's Info rec 45 # Maps a partial data conneciion ID to the request's 45 log_tftp: (rec: Info);.
46 expected_data_conns: table[addr, port, addr] of Info; 46 expected_data_conns: table[addr, port, addr] of 46 }o
47 o 47 4 47 o
48 connection += {. 48 connection += {. 48 # Maps a partial data connection ID to the request's Info record.
49 » tftp: Info %optional;« 49 » tftp: Info &optional;. 49 expected_data_conns: table[addr, port, addr] of Info;.
90 };d N L };d o 90 4 E
NORMAL iin.zeek[+] I G NORMAL in.zeek[+] CEIQ ) NORMAL CE® 4% In:8/165

PG > nvim 1> nvim 2 : zsh m

PRe > nvim 1> nvin 2 zsh CERRIA
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Formatting



https://github.com/zeek/zeekscript/

-h
usage: zeek-format [-h] [--version] [--inplace] [--recursive] [FILES ...

A Zeek script formatter

positional arguments:
FILES Zeek script(s) to process. Use "-" to specify stdin as a filename.
Omitting filenames entirely implies reading from stdin.

options:
-h, --help show this help message and exit
--version, -v show version and exit
--inplace, -1i change provided files instead of writing to stdout
--recursive, -r process *.zeek files recursively when provided directories instead of
files. Requires --inplace.




https://github.com/zeek/zeekscript/

-h
usage: zeek-format [-h] [--version] [--inplace] [--recursive] [FILES ...

A Zeek script formatter

positional arguments:
FILES Zeek script(s) to process. Use "-" to specify stdin as a filename.
Omitting filenames entirely implies reading from stdin.

options:
-h, --help show this help message and exit
--version, -v show version and exit
--inplace, -1i change provided files instead of writing to stdout
--recursive, -r process *.zeek files recursively when provided directories instead of
files. Requires --inplace.

install zeekscript
installed package zeekscript 1.3.1, installed using Python 3.13.2
These apps are now globally available
- zeek-format
- zeek-script
done! '+ ¥ '+




https://github.com/zeek/zeekscript/

-h
usage: zeek-format [-h] [--version] [--inplace] [--recursive] [FILES ...

A Zeek script formatter

positional arguments:
FILES Zeek script(s) to process. Use "-" to specify stdin as a filename.
Omitting filenames entirely implies reading from stdin.

options:
-h, --help show this help message and exit
--version, -v show version and exit
--inplace, -1i change provided files instead of writing to stdout
--recursive, -r process *.zeek files recursively when provided directories instead of
files. Requires --inplace.

install zeekscript
installed package zeekscript 1.3.1, installed using Python 3.13.2
These apps are now globally available
- zeek-format
- zeek-script
done! '+ ¥ '+

'type Foo: record { a: bool; b : count ; c:string;};' |
type Foo: record {

a: bool;

b: count;

c: string;




https://github.com/bbannier/spicy-format/

Usage:

Arguments:
[INPUT_FILES]... input files to operate on

Options:

-3, —--skip-idempotence skip idempotency check
--reject-parse-errors reject inputs with parse errors
--inplace format file in place
--help Print help (see more with '--help')
--yersion Print version

--proto '=https' --tlsv1.2 -LsSf https://github.com/bbannier/spicy-format/releases/down
load/vB.24.08/spicy-format-installer.sh |
downloading spicy-format 0.24.8 aarché4-apple-darwin
installing to /Users/bbannier/.cargo/bin
spicy-format
spicy-farmat-update
everything's installed!|}

'type Foo = unit {a: uint8; h: bytes &eod; c: /re/ ;};' |
type Foo = unit {
a: uints;
b: bytes &eod;
c: /re/;



https://github.com/bbannier/spicy-format

http://pre-commit.com/

pre-commit

A framework for managing and maintaining multi-language
pre-commit hooks.

main passing € pre-commit.ci passed

Introduction

Git hook scripts are useful for identifying simple issues before submission to code review. We run our
hooks on every commit to automatically point out issues in code such as missing semicolons, trailing
whitespace, and debug statements. By pointing these issues out before code review, this allows a code
reviewer to focus on the architecture of a change while not wasting time with trivial style nitpicks.

As we created more libraries and projects we recognized that sharing our pre-commit hooks across
projects is painful. We copied and pasted unwieldy bash scripts from project to project and had to
manually change the hooks to work for different project structures.

We believe that you should always use the best industry standard linters. Some of the best linters are
written in languages that you do not use in your project or have installed on your machine. For example
scss-lintis a linter for SCSS written in Ruby. If you’re writing a project in node you should be able to use
scss-lint as a pre-commit hook without adding a Gemfile to your project or understanding how to get
scss-lintinstalled.

We built pre-commit to solve our hook issues. It is a multi-language package manager for pre-commit
hooks. You specify a list of hooks you want and pre-commit manages the installation and execution of
any hook written in any language before every commit. pre-commit is specifically designed to not
require root access. If one of your developers doesn’t have node installed but modifies a JavaScript file,
pre-commit automatically handles downloading and building node to run eslint without root.

Installation



http://pre—com m it_Com/ .pre-commit-config.yaml
Documentation  Su

pre-commit

File: .pre-commit-config.yaml

A framework for managing and maintaining multi-language
pre-commit hooks.

main 'passing € pre-commit.ci passed

Introduction

Git hook scripts are useful for identifying simple issues before submission to code review. We run our
hooks on every commit to automatically point out issues in code such as missing semicolons, trailing
whitespace, and debug statements. By pointing these issues out before code review, this allows a code
reviewer to focus on the architecture of a change while not wasting time with trivial style nitpicks.

As we created more libraries and projects we recognized that sharing our pre-commit hooks across
projects is painful. We copied and pasted unwieldy bash scripts from project to project and had to
manually change the hooks to work for different project structures.

We believe that you should always use the best industry standard linters. Some of the best linters are
written in languages that you do not use in your project or have installed on your machine. For example
scss-lintis a linter for SCSS written in Ruby. If you’re writing a project in node you should be able to use
scss-lint as a pre-commit hook without adding a Gemfile to your project or understanding how to get
scss-lintinstalled.

We built pre-commit to solve our hook issues. It is a multi-language package manager for pre-commit
hooks. You specify a list of hooks you want and pre-commit manages the installation and execution of
any hook written in any language before every commit. pre-commit is specifically designed to not
require root access. If one of your developers doesn’t have node installed but modifies a JavaScript file,
pre-commit automatically handles downloading and building node to run eslint without root.

Installation



. ' 1d test.spicy test.zeek
http://pre-commit.com/ R
Documentation Supi 1 hool —

pre-commit

File: test.zeek

export { type Foo: record { a: count; b: string &optional; }; }

File: test.spicy

module foo;

A framework for managing and maintaining multi-language

pre-commit hooks. module f0o;
type X = unit { a: uint8;
b: bytes&eod;

c: [re/;

b

(") main 'passing € pre-commit.ci passed

commit -m'Add scripts’
S R Failed

Introduction

Git hook scripts are useful for identifying simple issues before submission to code review. We run our .
. . , _ . S _ - zeek-format Failed

hooks on every commit to automatically point out issues in code such as missing semicolons, trailing

whitespace, and debug statements. By pointing these issues out before code review, this allows a code

reviewer to focus on the architecture of a change while not wasting time with trivial style nitpicks.

As we created more libraries and projects we recognized that sharing our pre-commit hooks across | file processed, 0 errors

projects is painful. We copied and pasted unwieldy bash scripts from project to project and had to
manually change the hooks to work for different project structures.

We believe that you should always use the best industry standard linters. Some of the best linters are
written in languages that you do not use in your project or have installed on your machine. For example
scss-lintis a linter for SCSS written in Ruby. If you’re writing a project in node you should be able to use
scss-lint as a pre-commit hook without adding a Gemfile to your project or understanding how to get
scss-lintinstalled.

We built pre-commit to solve our hook issues. It is a multi-language package manager for pre-commit
hooks. You specify a list of hooks you want and pre-commit manages the installation and execution of
any hook written in any language before every commit. pre-commit is specifically designed to not
require root access. If one of your developers doesn’t have node installed but modifies a JavaScript file,
pre-commit automatically handles downloading and building node to run eslint without root.

Installation



http://pre-commit.com/

Documentation Supported hooks Demo Download on GitHub

pre-commit

A framework for managing and maintaining multi-language
pre-commit hooks.

() main 'passing € pre-commit.ci passed

Introduction

Git hook scripts are useful for identifying simple issues before submission to code review. We run our
hooks on every commit to automatically point out issues in code such as missing semicolons, trailing
whitespace, and debug statements. By pointing these issues out before code review, this allows a code
reviewer to focus on the architecture of a change while not wasting time with trivial style nitpicks.

As we created more libraries and projects we recognized that sharing our pre-commit hooks across
projects is painful. We copied and pasted unwieldy bash scripts from project to project and had to
manually change the hooks to work for different project structures.

We believe that you should always use the best industry standard linters. Some of the best linters are
written in languages that you do not use in your project or have installed on your machine. For example
scss-lint is a linter for SCSS written in Ruby. If you’re writing a project in node you should be able to use
scss-lint as a pre-commit hook without adding a Gemfile to your project or understanding how to get
scss-lint installed.

We built pre-commit to solve our hook issues. It is a multi-language package manager for pre-commit
hooks. You specify a list of hooks you want and pre-commit manages the installation and execution of
any hook written in any language before every commit. pre-commit is specifically designed to not
require root access. If one of your developers doesn’t have node installed but modifies a JavaScript file,
pre-commit automatically handles downloading and building node to run eslint without root.

Installation

add test.spicy test.zeek
.zeek “.spicy

File: test.zeek

module foo;

File: test.spicy

module foo;

diff --git a/test.spicy b/test.spicy
index d8e92hb8..088b%c/b 100644

-—- aftest.spicy

+++ bftest.spicy

module foo,

3
diff --git a/test.zeek b/test.zeek
index 59aff2b..9%che4f7 108644
--- aftest.zeek

+++ h/test.zeek

module foo;

export { type Foo: record { a: count; b:

string &optional; }; }




.github/workflows/pre-commit.yml

File: .githubfworkflows/pre-commit.yml

,github/workflows/zkg—installj;ﬁl

File: .github/workflows/zkg-install.yml
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.github/workflows/pre-commit.yml

https://github.com/zeek/action-zkg-install

File: .github/workflows/pre-commit.yml

€ > C 6

SO AL

<> Code () Issues 2 i1 Pullrequests (=) Acticns ([] Projects [J wiki & Settings

action-zkg-install rubic 57 EAtPIns & Unwatch 14 ~ %Y Fork 2 v 7 Star 2 v

You can publish this Action to the GitHub Marketplace Draft a relcase

O e o LA N Go to file =+ <> Code ~

.github/workflows/zkg-install.yml

File: .github/workflows/zkg-install.yml

(b I '
L ]

r

] README.md his is v2.1.0. 2 years ago

0 zeok/20¢ 0 zeak/em zeak-su O inguist) 0 zeak/actic X O bbannie - A4

Q B github.com/jzeek/aclicn-zkg-install k¢ [as) |-1 77

O zeek action-zkg-install Q - O[] & \‘\

\J/

About

A GitHub Action for testing and
installing Zeek packages

[I] Readme

s=Clause license

' . - ) ) ) 15_‘./_ L‘l‘{)Lz} S
ckreibich This is v2.1.C. b233ca5 - 2yearsagu Y
v Activity

glthllt‘/wn rkflows Allow usir  versione d e 2z years ago (=] Custom propert as

, w2 stars
scripts Allow using versioned Ze... 2 years aqo

14 watching
Dockerfile Bump Debian to 11 in Doc... 3 years ago % 2 forks

Releases

LICENSE nitial commit 4 years ago
© 6 tags

action.ym| Allow using versioned Ze... 2 years ago

Packages

README 4/2 BSD-3-Clause license V4 -

Nc packages published

OO ~1 O~ N B~ O N == D O 00 ~] C- O 5

-
'~

P — 8 8 8 8 A A A

- O 0

(pW)

Github Action for Testing Zeek Contributors 4
paCkages ® ckreibich Chrislian Kreibicl
@ bbannier Ecnjamin Bannier

This is a Github Action that will run zkg install on a Zeegk
package. It currently runs Debian 10 via Dccker, but we may “’) jsiwek Jon Siwek

broaden support to additional distros and platforms in the future.
3
‘"' awelzel Arne Welze

Input arguments

Languages
The action supports the following inputs: 59 [nornal
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https://github.com/dense-analysis/ale

O A dense-analysis

<> Code () Issues 584 i1 Pul requests 14 ) Discussions () Actons [J wiki 8

57 Edit PIns ~ &> Watch 87 ~ Y : w7 Star 13.7K

¥ master - 5 Go to file Check syntax in Vim/Neovim
asynchronously and fix files,
with Language Server Protocal

@ iimktrains verilog curren it
(LSP) support
.github

ale_linters

autoloac

doc

ftplugin

lua/a'e

plugin

rplugin/python3/decple...

syntax

test-files/python/no_uv

ALE v3.3.0
lesl e

[ J

.appveyorym|
Contributors 782

s OO
HRBE 3
é‘\‘

.editorconfig
gitattributes
Qaitignore

vintrc.yami

Vim Script 96.6
- Ohall - @

Dockerfile




https://github.com/dense-analysis/ale

Issues

@ jimktrains e

.github

ale_linters

autoloac

doc

ftplugin

lualae

plugin

584

rplugin/python3/de«

syntax

test-files/python/no

lesl

.appveyorym|

.editorconfig

gitattributes

Qaitignore

vintrc.yami

Dockerfile

O A dense-analysis ale

<> Code

Pul requests 14 ) Discussions () Actons [J wiki 8

'S Edir Dine o “a > Crar

O A dense-analysis ale

<» Code

Alarnh - - 12 T

Issues S84 Pull requests 14 ) Discussions

by ¥ master - [ zeekvim (&

e bbannier Surface warn

Code Blame

Author: Benjar

Description

call ale#Set('zeek zeek executable', 'zeek')

on! ale_linters#zeek#zeek#HandleErrors(buffer, 1ines) abor

\V. %, -

L:pattern "\(error\|warning\) ir Line (\¢+): (.%)3

rm map(ale#uti #GetMatches|z:lines, l:pattern),
str2nriv:val(2]),

v:vall3l,
(vivall[l] is#

"Tnum':
"text
*type’: A2

‘error') 7 ‘W',

call ale#linter#Define( 'zeek', {
'nane': 'reek',

{b

‘output_stream’:

'executable': > ale#Var(h, 'zeek zeek_sxecutabla')},
‘stderr’,

‘conmand’: {-> '%e -—parse-only %s'},

‘callback’: 'ale_linters#zeek#zeek#HardleErrors’,

"Uint_file': 1,

Vim Script 96.6

£ Shall 9

normal




https://github.com/dense-analysis/ale

<> Code (*) Issues 584

O A dense-analysis ale

A ale rublic

5

master

@ jimktrains

»

Lo

.github

ale_linters

autoloac

doc

ftplugin

lualae

plugin

rplugin/python3/de«

syntax

test-files/python/no

lesl

.appveyorym|

.editorconfig

gitattributes

Qaitignore

vintrc.yami

Dockerfile

Pul requests 14 ) Discussions () Actons [J wiki 8

'S EAdir Dine o FEN Miarnh a7 - L& > Crar 12 L

O A dense-analysis ale

(*) I1ssues 584 Pull requests 14 ) Discussions

bl ¥ master - [ zeekvim (&

e bbannier Surface warn

Code Blame

Author: Benjamin Bani

Description: Support
call ale#Set('zeek zeek executable', 'zeek')

ction! ale_linters#zeek#zeek¥HandleErrcrs(buffer, 1ines) abort

et L:pattern '\lerror\|warning\) ir \v.%, line (\c¢+): (.#%)3'

rm map(alefuti #GetMatches|{z:lines, l:pattern), "{
"Tnum': str2nriv:val(2]),
‘text': v:vall3l,
"type': (v:val[l]) is# ‘error') 7 'E': '
\ D}

call ale#linter#Define( 'zeek', {
'nane': 'reek’,
'executable': {b —> ale#Var(h, 'zeek_zeek_sexecutabla')},
‘output_stream': ‘stderr’,
‘conmand’: {-> '%e --parse-only %s'},
‘callback’: 'ale_linters#zeek#zeek#HardleErrors’,
"lint_file': 1,

})

Vim Script 96.6
- ohall 9N normal

X [Location List]

3 d
d
type Foo: record {

count;
string &optionally;.

/private/tmp/foo.zeek

[No Name] - - NVIM

m syntax error, at or near "ly"

zee.. [unix] 83% In:5/6=%:1

1 /private/tmp/foo.zeek|5 error| syntax error, at or near "1yj¢

. [private/tmp/foo.zeek

1o 188% In:1/1=5:68




C N N [NO Name] - - NVIM

https://github.com/dense-analysis/ale X focationtist

3 d

d
type Foo: record {
— O A dense-analysis ale Q + ' ! a2 : r q° Count;.]

N | ) | b: string &optionally;. m syntax error, at or near "ly"
<> Code () Issues 584 i1 Pull requests 14 () Discussions () Actions [0 wiki

m ale Public S EAlr Dine o AN Wiatah 27 o - > Crar 120
= O A dense-analysis ale Q

<> Code () Issues 584 i1 Pull requests 14 () Discussions (*) Actions

/private/tmp/foo.zeek zee.. [unix] 83% In:5/6=5:1
1 /private/tmp/foo.zeek|5 error| syntax error, at or near "lyfj

¥ master -

@ iimktrains veril; ¥, ¥ master - rs | zeek [ zeekvim (O Q Go to file

.githuk "N N foo.spicy (/private/tmp) - NVIM

Q bbannier Surface warnings from Zeek linter (

ale_linters . | X [Location List] X [privateftmp/foo.spicy

autoloac

Blame
doc

' Author: Benjamin Bannier =<bbannier@gmrail.com>

ftO'Ugh ‘ ' Description: Support for checking Zeek files. Uintg; J
| bytes; d m bytes field requires one of &eod, &parse-at, &parse-from
/ref;d

luajale call ale#Set('zeek zeek executable', 'zeek')

plugin function! ale_linters#zeek#zeek#HandleErrcors(buffer, 1ines) abort
let L:pattern "\lerror\|warning\) ir \v.%, line (\c¢+): (.#)3' | &~

rplugin/python3/de«

return map(ale#util#GetMatches|a:lines, 1:pattern), '

syntax . \  "loum's stronr(vevall2l). ﬂ (OGN /private/tmp/foo.spicy SOl 42% In:3/7=%:8

| 1 \ text': vivall3l, 1 /private/tmp/foo.spicy|5 col 5 error| bytes field requires one of &eod, &pa»
test-files/python/no 12 \  ‘type': (v:val[l) is# 'error') 7 'E': 'W'
\I}"“

lesl 14 endifunction

.appveyorym| 1 call ale#linter#Define( 'zeek', {
'nane': 'reek',
.editorconfig 'executable': {b —-> ale#Var(h, 'zeek_zeek_sxecutahla')},

\
\
\ ‘output_stream': ‘stderr’,
\
\
\

=
[
=
.
=
O
=
i
=
=
b
D
U

gitattributes ‘conmand’: {-> '%e -—parse-only %s'},
‘callback’': 'ale_linters#zeek#zeek#HardleErrors’,

'"Uint_file': 1,

7

.aitignore
\})

SLLIE. [/private/tmp/foo.spicy] [Location List] [-] [unix] 108% In:1/1=5:1

Dockerfile Update minimum support... 2 , "/pr‘ivate/tmp/foo.Spicy" 7L, /hB written

Vim Script 96.6% ‘

-m Ohall 1 Ny




Stopping here on linting for now, but if interested, ask me about
linters for code style later ;)
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LSP / LSIF

Language Server Protocol

The Language Server Protocol (LSP) defines the protocol used between an editor or IDE and a

language server that provides language features like auto complete, go to definition, find all
references etc. The goal of the Language Server Index Format (LSIF, pronounced like "else if") is to
support rich code navigation in development tools or a Web Ul without needing a local copy of the

source code.

v Star 11,549

What is the Language Server Protocol?

Adding features like auto complete, go to definition, or documentation on hover for a programming
language takes significant effort. Traditionally this work had to be repeated for each development tool, as

each tool provides different APIs for implementing the same feature.

A Language Serveris meant to provide the language-specific smarts and communicate with development

tools over a protocol that enables inter-process communication.

The idea behind the Language Server Protocol (LSP}is to standardize the protocol for how such servers
and development tools communicate. This way, a single Language Servercan be re-used in multiple

development tools, which in turn can support multiple languages with minimal effort.

LSP is a win for both language providers and tooling vendors!

The problem: "The Matrix"

Go Java TypeScript ..
Emacs
Vim
VSCode
The solution: lang servers and clients
Go v Emacs
Java v 4 Vim
TypeScript v VSCode



http://github.com/bbannier/zeek-language-server

O & bbannier zeek-language-server

<> Code () Issues 4 11 Pullrequests 1 () Actions [ Projects [J Wikl

O F main -~
| zeek json (O

Q bbannier Add syntax highlighting for

"$schema": "https://raw.githubusercontert.com/martinring/tmlanguage/master/tmlanguage.jsan”,
“"name": "Zeek",
“"'scopeName': *‘source,zeek",
“fileTypes": ["bro", "zeek"],
“"patterns": [
{

"begt n": “f["#]“,

"name': "comment.line. zeek",

"beginCaptures": {

b
“nane”: "punctuation.definition.comment.zeek"

"begin": "I|#E¥! |#¥<|¥R)",
“name': "“comment.line.zeekygen",
“patterns”: [{ "include": "source.rst" }],

”Cnd”: Ilsll

"begin": "(\\\")",
"name": "string.quoted.double.zeek",
“beginCaptures": {
b
"nane': "punctuation.definition.string.begin.zeek'
}
7
"end": "(\\\")",
"endCaptures": {

=1"s 3 normal



http://github.com/bbannier/zeek-language-server

bbannier.zeek-language-server http://github.com/bbannier/zeek-language-server

] visua Studio | Marketplace Benjamin Bannier (bannier@gmailcom)  Signout IR O

O & bbannier zeek-language-server

Visual Studio Code > Programming Languages > Zeek New to Visual Stucic Code?
<> Code () Issues 4 11 Pullrequests 1 () Actions [ Projects [J Wikl
zeek Or ¥ main -
S : . | zeek json (O
Benjamin Bannier | 2 1,495 instal's | (0) | Free ' ) G
Zeek language support for Visugl Studio Code e bbannier Add syntax highlighting for

m Trouble Installing? 2

Overview Version History Q&A Rating & Review

. "$schema": "https://raw.githubusercontert.com/martinring/tmlanguage/master/tmlanguage.jsan”,
Zeek language support for Visual Studio Code Categories -;- "name": "Zeek",

' “"'scopeName': *‘source,zeek",
“fileTypes": ["bro", "zeek"],

Pregramming Languages

Microsoft Visual Studio Code language extensior for Zeek (Bro) Script

Snippets - "batterns™: [
{
- TagS 2 "beg:n": II#[A#]II,
ReqUIrementS "name': "comment.line.zeek",
Br¢ language se‘ver  Si9
"beginCaptures": {
Tris extension needs the platform-dependent zeek-languzage- Signature  snippet  zez2k 11 L =
server binary to work. The extension can download server binaries for 12 “nane”: “punctuation.definition.comment
x86_64 Darwin and Linux platforms if the executable was not found in Works with ‘
the system. If no binaries are provided for your p atform you car try to Universa
build the language secrver yourseld. Resources
- . . IssLIes
o0 browse and complete Zeek standard library functicns a Zeek SoUes _
instalation i ired K fig should to be in PATH Repository 13 "beqin™: T |#H<|#H)",
. irart: § N _
insta aforlsrerl . zeek-config ? ould to 'éln , or Homepage - e e Oy
alternatively set ZEEXPATH to the prefikes containing the system Zeek License 29 wpatterns™: [{ "include: “source.rst” }],
execttables 21 nend": "4"

Project Details
Formatting requires zeek—=format somewhere in PATH.

) btannier/zzek-language-server
llbeg..nll: ll'\\\‘ll)ll'
"name": "string.quoted.double.zeek",
“beginCaptures": {

S5 o

° ;

.‘2 1 Pull Requests

© Last Commit: 3 days ago
0 Open Issues

More Info 23 "nane': "punctuation.definition.string.begin.zeek'
). },

"end": "(\\\")",

"endCaptures": {

wyve normal



http://github.com/bbannier/zeek-language-server

bbannier.zeek-language-server

><| STEIS (Ve lle) | Marketplace Benjamin Bannier (bbannier@gmail.com) Sicn out I /O

Visual Studio Code > Programming Languages > Zeek New to Visual Stucic Code?

Zeek

Benjamin Bannier | & 1,495 instals | (0) | Free

Zeek language support for Visugl Studio Code

m Trouble Installing? 2

Qverview Version History Q&A Rating & Review

Zeek language support for Visual Studio Code Categories
Pregramming Languages
Microsoft Visual Studio Code language extensior for Zeek (Bro) Script Snippets
. Tags
Requirements

Brc language server SI19

Tris extension needs the platform-dependent zeek-languzge- Signature  snippet  zez2k

server binary to work. The extension can download server binaries for

x86_64 Darwin and Linux platforms if the executable was not found in Works with

the system. If no binaries are grovided for your p atform you car try to Universa
build the language server yourself. Resources
- . . Iss

0 browse and complete Zeek standard library functicns a Zeek ;‘”"‘f
i . i . . epositor
installation is required: zeek-config should to be in PATH, or HD Y.

. : . omepage

alternatively set ZEEXPATH to the prefixes containing the system Zeek Licence

executables

Project Details
Formatting requires zeek—format somewhere in PATH.

) btannier/zeek-language-server
¢Q 1Pull Requests

© Last Commit: 3 days ago

©® 4 Open Issues

More Info

Vers on C.65.1

Released £/22/2022 92546
or FM

Last 1126)2025, €:16:38

\ updated M HEEE







http://github.com/bbannier/zeek-playground

& zeek-playground Putlic <7 Pin

zeek-playground

i1 Pull requests (») Actions

main - = Go to file

Q bbannier Do not uncondition:

.devcontainer

vscode

9 .pre-commit-configyaml

] LICENSE

. README

README.md
hello.spicy

hello.zeek

5% MIT licanse

Zeek development devcontainer

C) Openin GitHub Codespaces

Dev Containers Cpen

This repository contains a sample environment for developing Zeek
scriptsin a . With the

installed, opening this folder in VSCode should pop up
an option to open this project in a remote container which comes
preconfigured with Zeek-related development tooling installed.

Altarnatively click for an automated setup.

M1 Projects [0 Wiki

OUnwatch 2 ~

<> Code ~

Security 1 Insights

About

Nis Aacrrirmt:r we b e
t(V\,) eSOl .'D'_/'\.nyk)lr,), we olle

{ORI/CS N ovIded

Releases

Packages

Languages

Dockerfile 9

® Zeek 5l

Suggested workflows

20 On your tech stack

Configure

O Docker

image
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